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Before you start Suricata IDS/IPS

You MUST have WinPcap installed in order to run Suricata IDS/IPS !

Rules

You will need rules, because Suricata inspects traffic based on rules. The rules
usually reside in the “INSTALLDIR\rules” directory. There are non-installed by
default. You can install them in any directory you wish, just make sure you change
the path in the suricata.yaml configuration file.

You can get them from:

v' Emerging Threads — the rules there are specially tailored for Suricata, in
order to use its abilities to the maximum.

v' Snort — Snort IDS/IPS developed by Sourcefire.

v Write them yourself — if you have previous experience or you would like
just a specific traffic to be inspected, you can write the necessary rules by
yourself. You can find some more info on rule writing here:

o Snort Rule Writing Manual
o Suricata Rule Writing Manual
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http://www.winpcap.org/
http://www.emergingthreats.net/
http://www.snort.org/
http://sourcefire.com/
http://manual.snort.org/node26.html
https://redmine.openinfosecfoundation.org/projects/suricata/wiki/Suricata_Rules
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After you have the rules — specify which rules would you like to activate or
deactivate. For example, if you would like to deactivate a rule put a “#” at the
beginning of the line:

-

oo

# Set the default rule path here to search for the files.

oo

# if not set, it will look at the current working dir
default-rule-path: c:/suricata/rules/

oo

rule-files:

nn e

[}
oo o = O
|

attack-responses.rules
- backdoor.rules
bad-traffic.rules

o

[n
|

—~] 3

chat.rules

oo
|

- ddos.rules

oo

- deleted.rules
- dns.rules

[ B Vs B

- dos.rules

- experimental.rules
- exploit.rules
finger.rules

H- ftp.rules

- icmp-info.rules
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|

- icmp.rules
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- imap.rules

—local.rules

4

4

4

# - info.rules
4

¥ - misc.rules
4

- multimedia.rules

The ones in green are deactivated.

Configuration

It is important that you configure Suricata properly.
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Suricata’s configuration file is called “suricata.yaml” and holds special syntaxes
and all your configurational variables — i.e. networks, interfaces, log/rules
directories and many more.

Suricata.yaml already has default values and config options, here we will go over
some of them very briefly, so that you can get acquainted better.

For example , if you are not happy with the default options you can change them

”default-log-dir: C:\Suricata\log
- file:

enabled: yes

filename: C:\Suricata\suricata.log
default-rule-path: C:\Suricata\rules\
classification-file: C:\Suricata\classification.config

HOME_NET: "[192.168.0.0/16]" - (here actually you put any network you want Suricata to
inspect)

”

or in some graphic:
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= suricata yaml

# Preallocated size for packet. Default i= 1514 which i= the classical

(5]
]

# =zize for pcap on ethernet. You should adjust this value to the highest

(%]
[

# packet size (MTU + hardware header) on your system.
#default-packet-size: 1514

(%]

TS

2
2

# Set the order of alerts bassed on actions
# The default order is pass, drop, reject, alert
action-order:

- pass
- drop
- reject
- alert
34
25
36 # The default logging directory. A&ny log or output file will be

placed here if its not specified with a full path name. This can be

# overridden u command line parameter.
default-log-d: C:\Suricata\log

41 # Configure the type of alert (and other) logging you would like.
42 outputs:

44 # 2 line based alerts log similar to Snorc's fast.log
35 - fast:

enabled: yes

filename: fast.log

append: yes

49
50 # log output for use with Barnyard
51 — unified-log:
52 enabled: no
E3 filename: unified.log
54
=5 # Limit in MB.
56 #limit: 32
=
Mormal text file length : 23826  lines : 661 Ln:39 Col:33 Sel:0 Dos\Windows AMSI as UTF-8 NS
N
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= suricata yaml
461 ¥
462 # This value is overriden by the 5C_LOG_FORMAT env var.

#defaunlt-log-format: "[3i] %t - (%£:%1) <%d> (%n) - "

# A regex to filter output. Can be overridden in an output section.
$# Defaults to empty (no filter).

#

# This value is overriden by the 5C_LOG _OP_FILTER env var.
default-output-filter:

# Define your logging outputs. If none are defined, or they are all
# disabled you will get the default - console output.
outputs:
— console:
enabled: yes
- file:
enabled: yes

4
4 - syslogT
4 enabled: no
4 facility: locals
482 format: "[%i] <%d> —- "
483
484 # PF_RING configuration. for use with native PF_RING support
485 # for more info see http://www.ntop.org/PF_RING.html
486 pfring:
487 # Number of receive threads (>1 will enable experimental flow pinned
4 # runmode)
4 threads: 1
4
4 # Default interface we will listen on.
4 interface: eth0
4
i # Default clusterid. PF RING will load balance packets based on flow.
4 # A1l threads/processes that will participate need to have the same
AnE B |
MNormal text file length : 23826  lines : 661 Ln:478 Col:28 Sel:11 Dos\Windows
N
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= suricata yaml

ipfw:

Reinject packets at the specified ipfw rule number. Thi=s config

option is the ipfw rule number AT WHICH rule processing continues

in the ipfw processing system after the engine has finished

inspecting the packet for acceptance. If no rule number is specified,
accepted packets are reinjected at the divert rule which they entered
and IPFW rule processing continues. No check is done to verify

this will rule makes sense so care muast be taken to avoid loops in ipfw.

## The following example tells the engine to reinject packets
# back into the ipfw firewall AT rule number 5500:
#

# ipfw-reinjection-rule-number: 5500

# Set the default rule path here to search for the files.
# if not set, it will look at the current working dir
default-rule-path: C:\Suricata\rules\

rule- =

- emerging-current events.rules

@file: C:\S'Jricata\classifi@

¥reference-config-file: /etc/suricata/reference.config

# Holds variables that would be used by the engine.

vars:

# Holds the address group vars that would be passed in a Signature.
# These would be retrieved during the Signature address parsing stage.
address—-groups:

HCOME NET: "[192.168.0.0/16]1"

EXTERNAL NET: any

can UTTN CTRUTNC. NEUAMT WMTTR

Mormal text file length : 23826  lines : 661 Ln:531 Col:31 Sel:11 Dos\Windows ANSI as UTF-8

Please make sure that the directories are created or exist (if you decide to
change the default ones)!!

Running Suricata

Open a cmd and go to your Suricata Directory OR just double click the icon on
your desktop and execute:
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suricata.exe -c suricata.yaml! -i 192.168.1.71

like shown on the picture below (in this case - 192.168.1.71 is the IP/interface |
want Suricata to listen to, i.e. the IP that my network card has been configured
with):

EX Administrator C\Windows\System32\cmd.exe

C:swSurdcatar
C:sSurdcata>
C:sSurdcata>
C:sSuricata’
C:sSurdicatar
C:sSurdicata>
C:sSurdcatar
C:wSurdicata’
C:swSurdcata’r
C:sSurdicata>
C:sSurdcatar
C:sSurdicata’
C:sSurdcatar
C:sSurdicata>
C:sSurdcatar
C:swSurdicatar
C:sSurdicatar
C:sSurdcatar
C:sSurdcatar
C:swSurdcatar
C:sSurdicatar
C:sSurdcatar
C:sSurdcatar
C:swSurdcatar
C:sSurdicatar
C:sSurdcata>
C:sSuricata’suricata.exe —c suricata.yaml —i 192 .168.1.71

Pic32

And you have yourself Suricata running (the start time could depend the
PC/Server CPU/MEM availability and of course how many rules do you load, but it
is max about 1.5 min):




™

OFEN INFORMATION SECURITY FOUNDATION

BN Administrator: C:‘\Wl'ndows\Sy;temﬂ\cmd.exe - suricata.exe -c suricata.yaml -i 192,168.1.71 |i@ﬁ

filename: http.log

[4452 1 6/11/2311 —— 19:86:14 - <{alert—debuglog.c:542> <{Info> {AlertDebugloglnitCtx> —— Alert debug log output

initialized, filename: alert—debug.log

[4452]1 6112811 —— 17:86:14 — {alert—-syslog.c:178> <Info> {AlertSysloglnitCtx? — Syslog output initialized
[4452 ] 6/11/2811 —— 19:86:14 - (log—droplog.c:176> {Info?> (LogDropLoglnitCtx} —— Drop log output initialized.

filename: drop.l

[4452 1 6/11/2311 —— 19:86:14 - {runmode—-pcap.c:126> {Info> {ParsePcapConfig> —— Unable to find pcap config for
interface “Device\MPF_{DD7EBC68-52C7-439D-B3A7-199ABB22AB49>, using default value

[668] 61120011 — 19:86:14 — <source—pcap-c:318> <Info> (ReceivePcapThreadInit> — using interface “Device“HNP|
_{DD7E8C68-52C7-439D-B3A7-199ABB22A849>

E6681f6611/2811 —— 1%:86:14 — <{source—pcap.c:357) {Info> (ReceivePcapThreadInit) — Going to use pcap buffer

ize o

[4452]1 6-11-2011 19:86:14 — (runmode-pcap.c:229> {Info> (RunModeldsPcapfuto) —— RunModeldsPcapAuto initiali]

sed

[4452]1 6112811 19:86:14 {ztream—tcp.c:346> {Info> (StreamlcplnitConfig) stream "max_sessions": 26214
4

53325] 6s11-2811 19:86:14 {stream—tcp.c:358> <{Info> <(StreamlcplnitConfigl stream "prealloc_sessions':

[4452]1 6-11-20811 19:86:14 {stream—tcp.c:368) <Info> (StreamlcplnitConfig)> stream "memcap': 33554432
[4452]1 6-11-2811 19:86:14 {ztream—tcp.c:374> {Info> (StreamlcplnitConfig) stream “midstream' session p|
ickups: disabled

[4452]1 6112811 19:86:14 {stream—tcp.c:388> <{Info> <{StreamlcplnitConfigl stream "async_oneside": disa

hled

[4452;16/11/2811 19:86:14 {stream—tcp.c:397> <Info> (StreamlcplnitConfig> stream "checksum_validation"

T ena. e

[4452]1 61120811 19:86:14 (stream—tcp. <Info>» (StreamlcplnitConfig) stream."inline": disabled

é$§g§g63/11/2811 19:86:14 {stream—tcp. {Info> <EtreamlcplnitConfig> stream.reassembly “"memcap':
19:86:14 {stream—tcp.c:426> <Info> (StreamlcplnitConfig> stream.reassembly “depth": 1

[?45%] @/1%/22%%3—— 19:86:14 (stream—tcp.c:449) <{Info> (StreamlcplnitConfig) stream.reassembly "toserver
chunk_size':

[4452]1 6112011 — 19:86:14 (stream—tcp.c:451) {Info> (StreamlcplnitConfig) stream.reassemhly "toclient
chunk_size': 2568

[4452]1 61120811 —— 19:86:14 — {(tm—threads.c:1886)> {Info> (ImThreadWaitOnThreadlnit> — all 16 packet processi
ng threads. 3 management threads initialized. engine started.

NOTE:

If you need to run Suricata on a un-ip'd interfaces (thanks to Rich Rumble for
pointing that out):

You can get the NIC UUID in a variety of ways, the simplest is using a single
command for WMIC:(from cmd prompt paste in the following)

wmic nicconfig get ipaddress,Setting!D

If you know your NIC's IP you can filter the results with findstr:

wmic nicconfig get ipaddress,SettinglID | findstr 1.2.3.4
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(replace 1.2.3.4 with your NIC's IP)

Then use that as your interface argument:

suricata.exe -c suricata.yaml —i \\DEVICE\\NPF \{EE7B2A76-9343-449F-B3D8§-
3CBOF37DCA49\}

Make sure the double slashes are used, and a backslash is placed before the curly
braces!

More Info and Documentation

You can find much more info about setting up and tuning Suricata here:

https://redmine.openinfosecfoundation.org/projects/suricata/wiki

If you would like to compile Suricata from scratch on your windows system please
find detailed step by step guide here -
https://redmine.openinfosecfoundation.org/projects/suricata/files
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file://DEVICE/NPF_/%7bEE7B2A76-9343-449F-B3D8-3CB0F37DCA49/%7d
file://DEVICE/NPF_/%7bEE7B2A76-9343-449F-B3D8-3CB0F37DCA49/%7d
https://redmine.openinfosecfoundation.org/projects/suricata/wiki
https://redmine.openinfosecfoundation.org/projects/suricata/files

