
Issues

# Project Tracker Status Priority Subject Assignee Updated

7689 Suricata Bug Closed Normal Dataset of type IP can't set IPv4 Eric Leblond 05/21/2025 08:09 AM

7635 Suricata Feature Closed Normal eve: include transaction count Eric Leblond 04/19/2025 08:58 AM

7474 Suricata Optimization Closed Normal Pcap file mode locking on time synchronization Eric Leblond 01/03/2025 08:27 PM

7397 Suricata Bug Closed Normal list-keywords command line option is crashing Eric Leblond 11/23/2024 07:50 AM

7346 Suricata Bug Closed Normal eve/fileinfo: sha256 should not be logged on incomplete file Eric Leblond 03/11/2025 02:27 PM

6969 Suricata Bug Closed Normal dataset: lookup function is not working with ip type Philippe Antoine 09/24/2024 09:13 AM

6634 Suricata Bug Closed Normal tls: Invalid ja3 due to double client hello Philippe Antoine 09/11/2024 07:56 AM

6551 Suricata Bug Closed Normal Invalid registration of prefiltering in stream size Eric Leblond 01/18/2024 08:18 PM

6550 Suricata Feature Closed Normal profiling/rules: allow enabling profiling for pcap file runs Eric Leblond 06/26/2024 12:00 PM

6405 Suricata Bug Closed Normal eve: ethernet src_mac should match src_ip Eric Leblond 06/26/2024 12:07 PM

5653 Suricata Feature Rejected Normal Add OID values to SNMP logs  05/25/2023 03:14 PM

5625 Suricata Bug Closed Normal FlowSwapFileFlags function is incorrect Eric Leblond 03/04/2023 09:27 AM

5479 Suricata Feature Closed Normal Add landlock support Eric Leblond 10/11/2022 01:57 PM

5413 Suricata Feature Closed Normal DCERPC logging is not easy to use in analysis Eric Leblond 10/27/2022 04:23 PM

5412 Suricata Bug Closed Normal SMB status errors list is incomplete Eric Leblond 10/27/2022 04:21 PM

5411 Suricata Feature Closed Normal Add keywords for user and domain seen in smb Eric Leblond 10/27/2022 04:20 PM

5383 Suricata Feature Closed Normal Support for IP addresses in dataset Eric Leblond 10/27/2022 03:57 PM

5360 Suricata Bug Closed Normal Build with ebpf is failing Eric Leblond 06/14/2022 08:22 AM

5184 Suricata Feature Closed Normal Add more dataset user interaction Eric Leblond 10/27/2022 03:56 PM

5174 Suricata Bug Closed Normal MIME URL extraction creates invalid url in JSON Eric Leblond 10/25/2022 09:13 AM

4881 Suricata Bug Closed Normal alert event incorrectly log stored files Philippe Antoine 08/26/2023 08:43 PM

4836 Suricata Bug Closed Normal profiling: Invalid performance counter when using sampling Eric Leblond 11/26/2021 06:50 AM

4440 Suricata Bug Closed Normal eve: log if flow had gap Eric Leblond 10/04/2022 07:29 AM

4439 Suricata Bug Closed Normal eve: log alert direction Eric Leblond 10/27/2022 04:15 PM

4406 Suricata Feature Closed Normal unix socket: Get flow information by flow_id Eric Leblond 10/04/2022 07:29 AM

4274 Suricata Bug Closed Normal Suricata crashes at exit in NFQ mode Eric Leblond 02/15/2021 09:29 AM

4271 Suricata Bug Closed Normal datasets: reference counter issue in string lookup Eric Leblond 02/15/2021 09:22 AM

4269 Suricata Feature Closed Normal Additional dataset operations Eric Leblond 10/27/2022 03:59 PM

4262 Suricata Bug Closed Normal ebpf: llc detection failure Eric Leblond 12/05/2023 09:13 PM

4239 Suricata Bug Closed Normal dataset file not written when run as user Eric Leblond 12/14/2021 09:47 PM

3908 Suricata Bug Closed Normal Port prscript to Python 3 Eric Leblond 09/08/2020 02:33 PM
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3750 Suricata Bug Closed Normal redis: no or delayed data in low speed network Eric Leblond 06/09/2020 11:54 AM

3749 Suricata Bug Closed Normal redis: Reconnect is invalid in batch mode Eric Leblond 06/09/2020 11:54 AM

3733 Suricata Feature Closed Normal Add unix socket support in redis logging Eric Leblond 12/07/2022 06:06 AM

3476 Suricata Bug Closed Normal datasets: Dataset not working in unix socket mode Shivani Bhardwaj 08/04/2020 06:47 PM

3465 Suricata Bug Closed Normal build-info and configure wrongly display libnss status Eric Leblond 04/04/2020 06:48 AM

3346 Suricata Bug Closed Normal BPF filter on command line not honored for pcap file Eric Leblond 11/26/2019 06:06 AM

3339 Suricata Bug Closed High Missing community ID in smb, rdp, tftp, dhcp Jeff Lucovsky 07/02/2020 12:23 PM

3306 Suricata Feature Closed Normal Support AF_XDP capture method Richard McConnell 12/03/2022 02:42 PM

3284 Suricata Bug Closed Normal hash function for string in dataset is not correct Eric Leblond 11/07/2019 10:38 AM

3196 Suricata Bug Closed Normal Distributed archive do not include eBPF files Eric Leblond 09/30/2019 01:41 PM

3081 Suricata Feature Closed Normal Decapsulation of GRE in XDP filter Eric Leblond 08/28/2019 11:42 AM

3080 Suricata Feature Closed Normal Provide a IP pair XDP load balancing Eric Leblond 08/28/2019 11:42 AM

3059 Suricata Feature Closed Normal Use pinned maps in XDP bypass Eric Leblond 06/20/2019 08:04 PM

3058 Suricata Feature Closed Normal Hardware offload for XDP bypass Eric Leblond 06/20/2019 07:55 PM

3041 Suricata Bug Rejected Normal snmp parsing error message Pierre Chifflier 11/09/2023 02:26 PM

2937 Suricata Feature Closed Normal sticky buffer access from lua script Eric Leblond 04/25/2019 07:46 AM

2836 Suricata Bug Closed Normal signature with filemagic do not honor flowbits Victor Julien 08/06/2023 06:24 AM

2761 Suricata Bug Closed Normal Include ebpf files in distributed sources Eric Leblond 01/23/2019 12:05 PM

2634 Suricata Bug Closed Normal Improve errors handling in AF_PACKET (4.0.x) Eric Leblond 11/04/2018 11:13 AM

2633 Suricata Bug Closed High Improve errors handling in AF_PACKET Eric Leblond 12/10/2018 11:36 AM

2607 Suricata Bug Closed Normal File descriptor leak in af-packet mode (4.0.x) Victor Julien 11/02/2018 01:09 PM

2606 Suricata Bug Closed Normal File descriptor leak in af-packet mode Eric Leblond 08/29/2018 02:16 PM

2525 Suricata Bug Closed Normal Add VLAN support to reject feature Victor Julien 06/29/2020 05:42 AM

2524 Suricata Feature Closed Normal Allow user to choose the reject iface Victor Julien 06/29/2020 05:41 AM

2520 Suricata Bug Closed Normal Invalid application layer logging in alert for DNS Eric Leblond 07/03/2018 02:10 PM

2495 Suricata Bug Closed Normal Stream depth and filestore interaction  08/07/2020 02:05 PM

2492 Suricata Bug Closed Normal Inverted IP params in fileinfo events Eric Leblond 07/03/2018 03:15 PM

2459 Suricata Feature Closed Normal Support of FTP active mode Jeff Lucovsky 04/19/2019 12:49 PM

2447 Suricata-Update Bug Closed Normal Invalid listing of enabled-sources  04/24/2019 10:18 AM

2399 Suricata Feature Closed Normal eBPF and XDP bypass for AF_PACKET capture method Eric Leblond 02/13/2018 02:46 AM

2253 Suricata Feature Closed Normal Log rule metadata in alert event Eric Leblond 02/01/2018 02:03 PM

2249 Suricata Bug Rejected Normal rule with file keyword used with ip or tcp not seen as invalid OISF Dev 11/08/2023 03:13 PM

2156 Suricata Feature Closed Normal Add app_proto or partial flow entry to alerts Eric Leblond 06/26/2017 11:40 AM
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2154 Suricata Bug Closed Normal Dynamic stack overflow in payload printable output Eric Leblond 06/26/2017 09:17 AM

2143 Suricata Bug Closed Normal Bypass cause missing alert on packets only signatures Eric Leblond 06/15/2017 05:02 PM

2060 Suricata Bug Closed Normal lua rules not compatible with new tls_* keywords  07/07/2017 05:21 AM

2015 Suricata Feature Closed Normal eve: add fileinfo in alert Jeff Lucovsky 06/29/2020 05:31 AM

2005 Suricata Bug Closed Normal Incoherent sizes between request, capture and http length Eric Leblond 01/24/2017 09:23 AM

2004 Suricata Bug Closed Urgent Invalid file hash computation when force-hash is used Eric Leblond 01/18/2017 12:17 PM

1989 Suricata Bug Closed Normal SMTP protocol detection is case sensitive Eric Leblond 12/21/2016 02:39 AM

1898 Suricata Bug Closed Normal Inspection does not always stop when stream depth is reached Eric Leblond 09/26/2016 05:53 AM

1778 Suricata Bug Closed Normal af_packet: IPS and defrag Eric Leblond 10/04/2019 08:59 AM

1777 Suricata Bug Closed Normal asymmetrical af_packet hash function in recent kernel  08/30/2016 01:56 AM

1645 Suricata Bug Closed Normal Race condition in unix manager Eric Leblond 12/21/2015 05:57 AM

1639 Suricata Bug Closed Normal 2.0.x: Fix non thread safeness of Prelude analyzer Eric Leblond 12/21/2015 05:25 AM

1634 Suricata Bug Closed Normal Fix non thread safeness of Prelude analyzer Eric Leblond 12/21/2015 05:57 AM

1614 Suricata Bug Closed Normal app_proto key missing from EVE file events Eric Leblond 12/07/2015 10:45 AM

1582 Suricata Feature Closed Normal Redis output support Eric Leblond 10/22/2015 11:01 AM

1578 Suricata Bug Closed Low Reload rules under low traffic hangs Victor Julien 04/04/2016 01:37 PM

1562 Suricata Bug Closed Normal error stream redirected to file has color  05/27/2016 03:39 PM

1455 Suricata Bug Closed Normal af-packet: threads auto can lead to issue Eric Leblond 11/29/2016 04:16 AM

1451 Suricata Bug Closed Normal Fix list-keywords regressions Eric Leblond 04/20/2015 04:30 AM

1422 Suricata Feature Closed Normal Add hardware timestamping option to AF_PACKET capture Eric Leblond 08/30/2016 03:08 AM

1397 Suricata Bug Closed Normal af-packet not capturing traffic with complex BPF filter Eric Leblond 02/24/2015 01:15 PM

1395 Suricata Bug Closed Normal dump-counters unix socket command failure Eric Leblond 02/25/2015 02:31 AM

1375 Suricata Bug Closed Normal Regressions in list keywords option Eric Leblond 02/25/2015 02:30 AM

1366 Suricata Bug Closed Normal Crash if default_packet_size is below 32 bytes Eric Leblond 03/12/2015 03:17 AM

1337 Suricata Bug Closed High output-json: duplicate logging Eric Leblond 12/17/2014 06:11 AM

1296 Suricata Bug Closed Normal Call of DeStateResetFileInspection will do nothing  02/16/2016 04:31 PM

1284 Suricata Bug Closed High AF_PACKET IPS mode not logging drop and stream inline issue Eric Leblond 09/23/2014 04:59 AM

1259 Suricata Bug Closed High AF_PACKET IPS is broken in 2.1beta1 Eric Leblond 09/29/2014 11:10 AM

1176 Suricata Bug Closed Normal AF_PACKET IPS mode is broken in 2.0 Eric Leblond 05/12/2014 08:09 AM

1151 Suricata Bug Closed Normal tls.store not working when a TLS filter keyword is used Eric Leblond 03/21/2014 04:39 PM

1150 Suricata Bug Closed Normal TLS store disabled by TLS EVE logging Eric Leblond 07/23/2015 04:36 AM

1097 Suricata Bug Closed Normal tls: negated match too much Eric Leblond 03/21/2014 07:15 AM

1077 Suricata Optimization Closed Normal Do not use peers in single mode  06/15/2016 05:43 AM
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1017 Suricata Feature Closed Normal Add support for content-range  07/13/2020 09:46 AM

988 Suricata Bug Closed Normal suricata don't exit in live mode Victor Julien 10/03/2013 03:51 AM

959 Suricata Feature Closed Normal Move post config initialisation code to PostConfLoadedSetup Eric Leblond 11/19/2013 05:35 AM

957 Suricata Feature Closed Normal reject: iface setup Eric Leblond 10/03/2013 02:07 AM

956 Suricata Feature Closed Normal Implement IPv6 reject Eric Leblond 10/03/2013 02:07 AM

831 Suricata Bug Closed Normal Separate tls.store keyword from tls-log output module Eric Leblond 04/15/2016 04:37 AM

807 Suricata Feature Closed Normal Implement CONNECT support  10/19/2017 12:51 AM

806 Suricata Feature Closed Normal Implement STARTTLS support Mats Klepsland 05/08/2017 07:57 AM

805 Suricata Feature Closed Normal Add support for applayer change Victor Julien 05/08/2017 07:57 AM

804 Suricata Feature Closed Normal Randomize stream chunk size Eric Leblond 04/19/2013 08:03 AM

797 Suricata Feature Closed Normal Dynamic test on flag usage Eric Leblond 07/15/2013 09:17 AM

789 Suricata Feature Closed Normal Clean-up start and stop code Eric Leblond 01/31/2014 06:42 AM

769 Suricata Bug Closed Normal Be sure to always apply verdict to NFQ packet Eric Leblond 07/09/2013 07:29 AM

767 Suricata Feature Closed Normal Create a Python module from suricatasc Eric Leblond 03/06/2013 05:34 AM

766 Suricata Feature Closed Normal Add configuration and counters fetching to unix socket Eric Leblond 03/06/2013 05:32 AM

765 Suricata Feature Closed Normal Add basic information commands to unix socket Eric Leblond 03/06/2013 05:29 AM

752 Suricata Feature Closed Normal Improve checksum detection algorithm Eric Leblond 12/02/2013 10:36 AM

751 Suricata Feature Closed High Add invalid packet counter Eric Leblond 12/18/2013 06:03 AM

746 Suricata Feature Closed Normal Decoding API modification Eric Leblond 12/02/2013 10:40 AM

745 Suricata Feature Closed Normal Tunnel configuration Community Ticket 07/21/2023 07:45 AM

744 Suricata Feature Closed Normal Teredo configuration Victor Julien 07/07/2017 04:27 PM

730 Suricata Feature Closed Normal Support AF_PACKET V3 Eric Leblond 03/15/2013 04:00 AM

708 Suricata Bug Closed Normal Flow vars issue in pcap file mode OISF Dev 07/21/2023 07:41 AM

681 Suricata Feature Closed Normal Implement TPACKET_V3 support in AF_PACKET Eric Leblond 05/21/2016 02:16 AM

680 Suricata Bug Closed High Be sure that snaplen can be set by user. Eric Leblond 02/21/2013 06:29 AM

679 Suricata Feature Closed Normal Add 'default' interface setting in YAML Eric Leblond 02/01/2013 03:32 AM

666 Suricata Bug Closed Normal Fix magic identifier in FreeBSD Eric Leblond 12/11/2012 08:02 AM

662 Suricata Feature Closed Normal Dump performance counters from unix socket Eric Leblond 03/15/2013 03:58 AM

660 Suricata Feature Rejected Normal Update host policy from unix socket  11/05/2019 11:57 AM

616 Suricata Bug Closed Normal Build master fail on FreeBSD 9.0 Eric Leblond 10/31/2012 10:23 AM

540 Suricata Bug Closed Normal Multiple issues in defrag code Victor Julien 09/19/2012 04:25 AM

518 Suricata Feature Closed Normal Use block allocation in Pool Eric Leblond 09/03/2012 09:24 AM

517 Suricata Feature Closed Normal Add some configuration variables to defrag Eric Leblond 08/23/2012 02:28 AM
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516 Suricata Feature Closed Normal AF_PACKET IPS mode Eric Leblond 09/03/2012 09:23 AM

512 Suricata Bug Closed Normal Fix logic of call to DefragTimeoutTracker() Victor Julien 09/19/2012 04:25 AM

507 Suricata Feature Closed Normal Implement/test "fail-open" option Eric Leblond 09/06/2012 04:32 AM

506 Suricata Feature Closed Normal Update rules analyser after #494 changes Eric Leblond 11/19/2012 10:07 AM

444 Suricata Feature Closed Normal Add certificate dump to disk Eric Leblond 08/27/2012 04:25 AM

443 Suricata Feature Closed High Add TLS certificate logging and fingerprint computation and keyword Eric Leblond 08/27/2012 04:25 AM

395 Suricata Bug Closed Low Suppress Func function in packet acquisition Eric Leblond 11/02/2012 03:38 AM

382 Suricata Bug Closed Normal Suricata uses 100% of CPU on some virtual system Eric Leblond 12/19/2011 12:33 PM

369 Suricata Bug Closed Normal Auto runmode for live capture does not honour the threads variable. Eric Leblond 12/19/2011 06:28 AM

368 Suricata Bug Closed High Suricata hangs at exit when using multiple PFRING devices. Eric Leblond 11/08/2011 05:15 AM

367 Suricata Bug Closed Normal PF_RING and user capabilities Eric Leblond 11/11/2011 03:20 AM

352 Suricata Feature Closed Normal Switching to message queuing system for output  11/09/2019 09:14 AM

331 Suricata Feature Closed Normal Implement a command line  04/24/2015 04:38 AM

326 Suricata Feature Closed Low Factorize runmode Eric Leblond 01/03/2012 08:39 AM

293 Suricata Bug Closed Low Some debug messages does not support filter Eric Leblond 01/03/2012 08:38 AM

278 Suricata Bug Closed Normal Segfault in PktVarFree  03/31/2011 04:04 AM
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