Issues

# Project Tracker Status Priority Subject Assignee Updated
6996 Suricata Feature New Normal add transformation to keyword performance stats OISF Dev 02/26/2025 08:49 AM
6995 Suricata Feature New Normal raw option for http.request/response_header OISF Dev 04/27/2024 10:05 PM
6993 Suricata Feature New Normal rule macros for commonly used logic in rules OISF Dev 04/27/2024 03:16 PM
6992 Suricata Documentation New Normal Document normalization of header name/value separator OISF Dev 04/27/2024 02:31 PM
6959 Suricata Bug Closed Normal improve handling of content encoding: gzip but request_body not actually compressed | Philippe Antoine 05/04/2024 07:11 AM
6926 Suricata Feature New Normal new buffer that includes HTTP headers and the start of HTTP body OISF Dev 04/06/2024 11:25 PM
6925 Suricata Feature New Normal multi-buffer support for HTTP cookies OISF Dev 04/06/2024 09:44 PM
6924 Suricata Documentation Closed Normal replicate http.cookie behavior from "Differences From Snort" to http.cookie Jason Taylor 05/07/2024 02:30 PM
6914 Suricata Feature New Normal support inspecting http.uri or http.request_body OISF Dev 04/03/2024 04:11 AM
6894 Suricata Bug New Normal bsize validation FP on content negation with hex encoded 0d Oa OISF Dev 04/24/2024 12:36 PM
6885 Suricata Feature New Normal references: new "wayback" reference and update others OISF Dev 05/21/2024 06:16 PM
6831 Suricata Feature New Normal support extraction of bytes of non-numeric values OISF Dev 03/09/2024 01:18 PM
6823 Suricata Feature Rejected Normal SC_WARN_POOR_RULE on to_lowercase/to_uppercase transformation with OISF Dev 04/20/2024 10:31 PM
non-possible matching content
6781 Suricata Documentation Closed Normal http keywords lacking information about values from duplicate headers being Jason Taylor 05/07/2024 02:28 PM
concatenated
6779 Suricata Feature New Normal http.header_names behavior when encountering duplicate header names OISF Dev 03/05/2025 12:26 PM
6694 Suricata Documentation New Normal placement of bitmask note about right shift behavior Community Ticket 09/24/2024 08:29 PM
6693 Suricata Feature New Normal byte_jump - add support for bitmask option OISF Dev 01/18/2024 06:03 PM
6655 Suricata Bug New Normal invalid distance/within does not produce an error OISF Dev 01/02/2024 05:45 PM
6548 Suricata Documentation Closed Normal http.stat_msg - note about HTTP/2 behavior Philippe Antoine 03/29/2025 08:02 PM
6547 Suricata Bug Closed Normal HTTP/2 - http.response_line has leading space Philippe Antoine 12/15/2023 02:24 PM
6546 Suricata Feature Closed Normal transformation - strip_pseudo_headers Philippe Antoine 01/18/2024 08:16 PM
6483 Suricata Bug Closed Normal http.request_headers - odd behavior with multiple signtures Philippe Antoine 02/15/2024 12:05 PM
6479 Suricata Bug Closed Normal HTTP/2 - when userinfo is in the :authority pseudo header it breaks http.host Philippe Antoine 11/16/2023 08:22 AM
6439 Suricata Feature Closed Normal New Transformation: to_lowercase Jeff Lucovsky 12/22/2023 02:37 PM
6426 Suricata Feature Closed Normal HTTP/2 - app-layer-event and normalization when userinfo is in the :authority pseudo Philippe Antoine 12/29/2023 08:44 AM
header for the http.host header
6425 Suricata Feature Closed Normal HTTP/2 - new app-layer-event when “:authority” and "host™ headers do not match Philippe Antoine 11/13/2023 12:44 PM
6424 Suricata Feature Feedback Normal HTTP/2 - http.host behavior when both :authority pseudo header and host header are | OISF Dev 04/03/2025 12:44 PM
present
6409 Suricata Feature New Normal Lua support for HTTP/2 Philippe Antoine 11/09/2023 05:09 PM
6290 Suricata Feature Closed Normal support case insensitive testing of HTTP header name existence Philippe Antoine 01/05/2024 06:23 PM
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5973 Suricata Feature New Normal warn when HTTP rules will only work for a specific version of HTTP OISF Dev 02/26/2025 08:54 AM
5972 Suricata Feature Closed Normal rules: "requires” keyword representing the minimum version of suricata to support the Jason Ish 01/25/2024 07:50 PM

rule

5929 Suricata Bug Closed Normal fast_pattern assignment of specific content in combination with urilen results in FN Victor Julien 03/28/2023 01:56 PM
5885 Suricata Bug Closed Normal base64_decode not populating up to an invalid character Shivani Bhardwaj 04/05/2023 07:30 AM
5780 Suricata Bug Closed Normal HTTP/2 - FN when matching on multiple http2.header contents Philippe Antoine 06/28/2023 03:11 PM
5776 Suricata Feature New Normal PCRE fast_patterns via hyperscan Community Ticket 06/09/2023 01:30 PM
5775 Suricata Feature New High http.headers - dynamic sticky buffers Philippe Antoine 03/21/2025 09:32 AM
5774 Suricata Feature New Normal Addressing Mixed Case in HTTP Headers Names and HTTP2 OISF Dev 06/19/2024 08:17 AM
5773 Suricata Feature Closed Normal Support DNS over HTTPS (DoH) Philippe Antoine 07/26/2024 09:56 AM
5746 Suricata Feature Closed Normal http.connection - allow in server response Philippe Antoine 05/01/2023 01:48 PM
5541 Suricata Bug Closed Normal Unexpected behavior of “endswith™ in combination with negated content matches Jeff Lucovsky 05/01/2023 01:45 PM
5439 Suricata Bug Closed Normal Invalid certificate when Issuer is not present. Philippe Antoine 07/11/2023 01:25 PM
5245 Suricata Feature New Normal allow fast_pattern on base64_data strings OISF Dev 12/18/2023 04:22 PM
5223 Suricata Bug Closed Normal base64_decode does not populate base64_data buffer once hitting non-base64 chars | Shivani Bhardwaj 11/26/2022 09:43 PM
5208 Suricata Bug Closed Normal DCERPC protocol detection when nested in SMB Victor Julien 07/01/2022 10:54 AM
5197 Suricata Bug Closed Normal fast_pattern assignment of specific content results in FN Victor Julien 07/29/2022 10:40 AM
5191 Suricata Feature Closed Normal new keyword for self signed certificates Victor Julien 09/21/2022 03:34 PM
5190 Suricata Feature Closed Normal new tls.random keyword Shivani Bhardwaj 08/30/2022 11:14 AM
5176 Suricata Bug New Normal False positive when negated content is far ahead of matching content. OISF Dev 03/07/2022 01:21 PM
5162 Suricata Bug Closed Normal inspection of smb traffic without smb/dcerpc doesn't work correct. Victor Julien 07/28/2022 11:51 AM
5142 Suricata Feature Rejected Normal New Default Host Variable - "DOMAIN_CONTROLLERS" 12/07/2022 06:30 AM
5044 Suricata Feature New Normal rules: keyword for "count" of http_header_names Philippe Antoine 03/26/2025 02:54 PM
5031 Suricata Bug Assigned Normal flowbits - no error on invalid options Shivani Bhardwaj 03/21/2025 09:26 AM
4876 Suricata Feature New Normal Additional FTP Buffers Jeff Lucovsky 03/05/2025 08:04 AM
4875 Suricata Bug New Normal FN when using flowbits and ftp protocol. OISF Dev 06/09/2023 01:51 PM
4874 Suricata Bug New Normal FN when using stream_size with http proto and buffers OISF Dev 06/09/2023 01:51 PM
4786 Suricata Bug Assigned Normal xbits: no error on invalid 'expire' values Shivani Bhardwaj 03/21/2025 09:26 AM
4669 Suricata Bug New Low threatexpert usage in reference.config Jeff Lucovsky 06/21/2024 03:18 PM
4649 Suricata Feature New Normal Autonomous System Number (ASN) support similar to GeolP Community Ticket 06/09/2023 12:28 PM
4227 Suricata Feature New Normal breakout components of tls.cert_subject and tls.cert_issuer into additional "sub" buffers | OISF Dev 06/21/2024 03:05 PM
4226 Suricata Feature Assigned Normal bsize: apply as depth to patterns Jeff Lucovsky 03/21/2025 09:29 AM
4225 Suricata Bug Closed Normal SC_ERROR_CONF_YAML_ERROR anomaly logger error when in socket mode Jason Ish 06/24/2021 07:12 PM
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3504 Suricata Bug Closed Normal http.header.raw prematurely truncates in some conditions Angelo Mirabella 06/29/2020 01:59 PM

3285 Suricata Feature Closed Normal rules: XOR keyword Philippe Antoine 01/19/2022 12:43 PM

3261 Suricata Feature New Normal SMTP quoted-printable Decoding of Message Body OISF Dev 01/30/2020 11:54 AM

3260 Suricata Feature New Normal SMTP Base64 Decoding of Message Body OISF Dev 06/11/2024 07:28 AM
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