
Issues

# Project Tracker Status Priority Subject Assignee Updated

7522 Suricata Bug In Progress High detect/ip-only: false positive alerts on pseudo packets ending a one direction flow

(7.0.x backport)

Victor Julien 08/15/2025 06:21 PM

7829 Suricata Bug In Review High Lua: tx:response_line() causes segfault on NULL bai liang 07/25/2025 03:05 PM

7771 Suricata Bug In Progress High flowbits: cyclic dependencies in flowbits are accepted by the engine Shivani Bhardwaj 07/21/2025 08:16 AM

7774 Suricata Bug In Review High flowbits: unneeded set + toggle combinations are accepted Shivani Bhardwaj 07/21/2025 07:31 AM

7773 Suricata Bug In Review High flowbits: no-op unset + isnotset combinations are accepted Shivani Bhardwaj 07/21/2025 07:31 AM

7772 Suricata Bug In Review High flowbits: no-op set and isset combinations are accepted Shivani Bhardwaj 07/21/2025 07:31 AM

7754 Suricata Bug Feedback High http.host and http.host.raw contain the same Host header value twice, with a

delimiter

OISF Dev 07/16/2025 07:32 PM

7638 Suricata Bug In Progress High detect: incorrect rule ordering with more complex flowbit chains Shivani Bhardwaj 07/16/2025 10:00 AM

7184 Suricata Bug Feedback High failed to parse addresses OISF Dev 07/15/2025 12:04 PM

6865 Suricata Bug New High BUG_ON triggered from AdjustToAcked OISF Dev 07/15/2025 09:15 AM

4220 Suricata Bug Assigned High detect: signature not hit with --simulate-ips option Victor Julien 06/05/2025 02:21 PM

7859 Suricata Bug New Normal Build failure with read the docs theme due to use of deprecated

get_html_theme_path

Theo Buehler 08/22/2025 07:45 AM

7856 Suricata Bug Resolved Normal DPDK EAL options defined in suricata.yaml are not accepted by suricata during

startup

Adam Kiripolsky 08/21/2025 10:43 AM

6793 Suricata Bug Feedback Normal Unit tests failed to build on Solaris OISF Dev 08/21/2025 10:04 AM

7819 Suricata Bug In Review Normal register-tenant deadlocks Jeff Lucovsky 08/20/2025 12:17 PM

7842 Suricata Bug In Progress Normal inconsistent detection pointer position in base64_data after base64_decode Jeff Lucovsky 08/19/2025 01:34 PM

7855 Suricata Bug New Normal Ether_type is printed as decimal instead of HEX and it should be handled as

BigEndian

OISF Dev 08/19/2025 12:45 PM

7853 Suricata Bug In Review Normal transform/base64: error when no args are specified Jeff Lucovsky 08/17/2025 02:27 PM

6525 Suricata Bug Assigned Normal pgsql: parser should not error on parsing error, so as to keep on parsing the next

PDUs (7.0.x backport)

Juliana Fajardini

Reichow

08/15/2025 06:27 PM

7524 Suricata Bug Assigned Normal rules/prefilter: prefilter keyword ignored when in content rule (7.0.x backport) Victor Julien 08/15/2025 06:20 PM

7651 Suricata Bug In Review Normal decoder/pppoe: valid packets are getting dropped as decoder.ppp.unsup_proto Thomas Winter 08/15/2025 12:39 PM

6976 Suricata Bug New Normal flow/action: not updated w pkt + flow:stateless rules OISF Dev 08/15/2025 01:40 AM

7851 Suricata Bug New Normal bsize and pcre inspecting random buffers when used with http.host or

http.host.raw, causing FP alerts

OISF Dev 08/13/2025 06:12 PM

7133 Suricata Bug Feedback Normal Could the midstream policy support "drop-packet"? Juliana Fajardini

Reichow

08/12/2025 01:12 AM

7544 Suricata Bug New Normal Verdict output reports "alert" when traffic is allowed implicitly/passively Juliana Fajardini

Reichow

08/12/2025 01:08 AM
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7392 Suricata Bug New Normal Verdict output reports "drop" when rejected Juliana Fajardini

Reichow

08/12/2025 01:08 AM

3083 Suricata Bug Assigned Normal DROP rule with "noalert" Juliana Fajardini

Reichow

08/11/2025 10:38 PM

1722 Suricata Bug New Normal ip rules don't trigger under the context of 'flow:stateless' Juliana Fajardini

Reichow

08/11/2025 10:03 PM

7814 Suricata Bug In Review Normal detect/entropy: entropy values can be overwritten Jeff Lucovsky 08/11/2025 02:33 PM

7630 Suricata Bug Feedback Normal pass rules with alert; keyword log with a verdict of "alert" instead of "pass" Juliana Fajardini

Reichow

08/11/2025 02:09 PM

7841 Suricata Bug New Normal gre: investigate possible parent flow missing Juliana Fajardini

Reichow

08/11/2025 01:57 PM

7845 Suricata Bug New Normal Applayer and flowbits issues OISF Dev 08/11/2025 08:20 AM

7843 Suricata Bug New Normal HTTP dissection anomaly on `Content-Encoding: identity` Philippe Antoine 08/11/2025 07:05 AM

7709 Suricata Bug In Progress Normal pop3: Use version 8.0, configure pop3 port 110, and no emails can be received OISF Dev 08/11/2025 02:49 AM

7823 Suricata Bug In Review Normal community id computed wrong for tcp and ipv4 when src_ip == dest_ip   (7.0.x

backport)

Philippe Antoine 08/10/2025 04:39 PM

2091 Suricata Bug New Normal nonexistent/misspelled  custom fields accepted during parsing of suricata.yaml OISF Dev 08/06/2025 09:06 PM

5689 Suricata Bug Resolved Normal community id computed wrong for tcp and ipv4 when src_ip == dest_ip Philippe Antoine 08/04/2025 03:45 PM

7476 Suricata Bug Feedback Normal Suricata tls.sni check fails when PQC KEMs like kyber OISF Dev 08/04/2025 06:15 AM

7574 Suricata Bug Assigned Normal SURICATA DNS malformed request data from macOS to Active Directory DNS

server

OISF Dev 07/30/2025 12:08 PM

7376 Suricata Bug Assigned Normal dpdk: delayed detect won't fully start Suricata until the first traffic Lukas Sismis 07/29/2025 11:48 AM

7379 Suricata Bug Assigned Normal dpdk: having too few hugepages can lead to segfault on startup (7.0.x backport) Lukas Sismis 07/29/2025 08:39 AM

7831 Suricata Bug In Review Normal threading: make thread affinity tests platform independent Lukas Sismis 07/29/2025 08:04 AM

5255 Suricata Bug In Review Normal Reported pcap_filename in alerts are not correct Lukas Sismis 07/24/2025 01:36 PM

7828 Suricata Bug New Normal Unexpected remove behavior in util-hash Charles Vigue 07/24/2025 02:19 AM

6776 Suricata Bug Assigned Normal exception/policy: bypass flow incorrect applied? Juliana Fajardini

Reichow

07/22/2025 08:07 PM

7817 Suricata Bug In Review Normal flowbits: invalid isset and isnotset combinations are accepted Shivani Bhardwaj 07/22/2025 09:37 AM

7818 Suricata Bug In Review Normal flowbits: invalid set and unset combinations are accepted Shivani Bhardwaj 07/22/2025 09:37 AM

7826 Suricata Bug Assigned Normal Regular PPPOE packets are getting dropped as decoder.ppp.unsup_proto (7.0.x

backport)

OISF Dev 07/22/2025 07:53 AM

6611 Suricata Bug New Normal Fake Tunnels In Fragmented IP Packets OISF Dev 07/18/2025 04:37 PM

3097 Suricata Bug Feedback Normal build for eBPF programs needs a way to specify Linux header location Hilko Bengen 07/18/2025 04:28 PM

5490 Suricata Bug Feedback Normal Applayer Detect protocol only one direction - NFS OISF Dev 07/18/2025 03:45 PM

5140 Suricata Bug New Normal nfs: NFS3/NFS2 procedure conflict OISF Dev 07/18/2025 02:18 PM
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5492 Suricata Bug New Normal Applayer Detect protocol only one direction - Kerberos OISF Dev 07/18/2025 02:17 PM

7370 Suricata-Update Bug Feedback Normal Local directories that are nested are not properly handled Ben Magistro 07/18/2025 01:32 PM

7454 Suricata Bug Feedback Normal Inconsistent behavior for ftp rules OISF Dev 07/18/2025 11:54 AM

5451 Suricata Bug Feedback Normal Non-Deterministic Behavior with HTTPS Checksum Verification OISF Dev 07/18/2025 11:17 AM

3480 Suricata Bug Feedback Normal EVE JSON - Incorrect Packet Logged OISF Dev 07/18/2025 09:56 AM

4875 Suricata Bug Feedback Normal FN when using flowbits and ftp protocol. OISF Dev 07/18/2025 09:55 AM

5704 Suricata Bug In Progress Normal Filestore is not working if landlock is enabled Eric Leblond 07/18/2025 09:39 AM

6997 Suricata Bug New Normal Socket mode hard fail with pcap logging mode and multiple link layer pcap file OISF Dev 07/18/2025 09:30 AM

3371 Suricata Bug New Normal 'suricatasc -c conf-get  ...' returns outdated values after reloading suricata OISF Dev 07/18/2025 09:26 AM

5502 Suricata Bug New Normal Suricata hangs and then exits when the first PCAP processed has 0 packets OISF Dev 07/18/2025 09:19 AM

2257 Suricata Bug Feedback Normal rate_filter doesn't honor "timeout" if it is longer than "seconds" parameter OISF Dev 07/18/2025 09:16 AM

6110 Suricata Bug Feedback Normal Bad Checksum 0xffff - ICMPv4 & ICMPv6 OISF Dev 07/18/2025 09:15 AM

5864 Suricata Bug Feedback Normal radix tree do not support "0.0.0.0/0 ::/0" OISF Dev 07/18/2025 09:14 AM

7575 Suricata Bug Feedback Normal TLS invalid certificate generated for CN=*.his.msappproxy.net OISF Dev 07/18/2025 09:11 AM

6218 Suricata Bug Feedback Normal xbits inconsistent behavior when running a pcap file. OISF Dev 07/18/2025 09:06 AM

4200 Suricata Bug New Normal Flows not deleted in bpf ipv4_maps OISF Dev 07/18/2025 08:50 AM

5480 Suricata Bug Feedback Normal Cannot compile Suricata 6.0.6 with PF_RING support OISF Dev 07/18/2025 08:46 AM

2934 Suricata Bug New Normal VLAN tags stripped when saving pcap log OISF Dev 07/18/2025 08:45 AM

5071 Suricata Bug Feedback Normal Suricata RAM usage never decreasing OISF Dev 07/18/2025 08:39 AM

3705 Suricata Bug Feedback Normal VarNameStoreLookupById: Assertion `!(current == ((void *)0))' OISF Dev 07/18/2025 08:32 AM

5954 Suricata Bug Feedback Normal redis: output crash on Mac OISF Dev 07/18/2025 08:26 AM

6154 Suricata Bug Feedback Normal Conditional pcap-log fails to log packets for some alerts when using

“pcap-file-continuous” flag

OISF Dev 07/18/2025 08:25 AM

7216 Suricata Bug Feedback Normal drop_reason counters don't support tunneled connections OISF Dev 07/18/2025 08:12 AM

7281 Suricata Bug Feedback Normal DNS Alerts Only Triggering on UDP, Not TCP – Is This Normal? OISF Dev 07/18/2025 08:07 AM

7343 Suricata Bug Feedback Normal SURICATA TLS invalid record type and SURICATA Applayer Detect protocol only

one direction on TLS handshake

OISF Dev 07/18/2025 07:37 AM

7259 Suricata Bug Feedback Normal Flaky behaviour of rules using Threshold keyword when running with

--pcap-file-continuous

OISF Dev 07/18/2025 07:26 AM

7356 Suricata Bug Feedback Normal Unexpected effect of filestore keyword OISF Dev 07/18/2025 07:14 AM

4874 Suricata Bug New Normal FN when using stream_size with http proto and buffers OISF Dev 07/18/2025 07:12 AM

5176 Suricata Bug New Normal False positive when negated content is far ahead of matching content. OISF Dev 07/18/2025 07:04 AM

3617 Suricata Bug Feedback Normal Missing icmp netflow OISF Dev 07/16/2025 08:31 PM

4914 Suricata Bug Feedback Normal FLOW_DIR_REVERSED is not handled in multiple places OISF Dev 07/16/2025 08:17 PM
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6731 Suricata Bug New Normal eBPF XDP  program is not attached when pinned-maps is true OISF Dev 07/16/2025 07:58 PM

7724 Suricata Bug Feedback Normal detect: wrong detect behavior for stream keywords no_stream and only_stream OISF Dev 07/16/2025 07:48 PM

2478 Suricata Bug Feedback Normal PCAP logging does not include 802.1q header when using af-packet OISF Dev 07/16/2025 07:39 PM

6623 Suricata Bug Feedback Normal Suricata BPF filter differs from tcpdump (tcpdump behaviour seems correct) OISF Dev 07/16/2025 07:37 PM

7008 Suricata Bug Feedback Normal Static build failure on Linux since OISF Dev 07/16/2025 07:26 PM

2296 Suricata Bug Feedback Normal Unix Manager Should Not Use Conf Functions to Pass Information to

source-pcap-file

Community Ticket 07/16/2025 07:22 PM

3873 Suricata Bug New Normal NET_RAW capability dropped for NFQ mode when uid/gid is specified Community Ticket 07/16/2025 06:50 PM

5938 Suricata Bug New Normal for syslog output, the setting identity is not properly set OISF Dev 07/16/2025 03:31 PM

6588 Suricata Bug New Normal DPDK 'ips' mode doesn't pass TCP traffic Lukas Sismis 07/16/2025 03:18 PM

6587 Suricata Bug New Normal DPDK 'tap' mode doesn't alert on TCP protocol rules Lukas Sismis 07/16/2025 03:17 PM

6560 Suricata Bug Feedback Normal Suricata can’t output response when meet a tcp retransmission after a response OISF Dev 07/16/2025 03:16 PM

3809 Suricata Bug New Normal Thresholding file-store rule with flowbits saves empty file to disk OISF Dev 07/16/2025 03:14 PM

6894 Suricata Bug New Normal bsize validation FP on content negation with hex encoded 0d 0a OISF Dev 07/16/2025 03:05 PM

6655 Suricata Bug New Normal invalid distance/within does not produce an error OISF Dev 07/16/2025 03:03 PM

7312 Suricata Bug New Normal configure script does not seem to take into consideration --with-libpcap-includes

option (msys/windows)

OISF Dev 07/16/2025 02:34 PM

4880 Suricata Bug Feedback Normal hostbits/xbits: treat hostbits and xbits differently in the rule ordering stage OISF Dev 07/16/2025 02:29 PM

4081 Suricata Bug New Normal ICMP IPv6 signature not matching when source contains ! condition with IPv4

addresses only

OISF Dev 07/16/2025 02:28 PM

5204 Suricata Bug Feedback Normal Memory leak caused by ippair processing OISF Dev 07/16/2025 02:24 PM

3075 Suricata Bug New Normal RX thread hang in pcap-file mode OISF Dev 07/16/2025 02:20 PM

7137 Suricata Bug Feedback Normal "invalid cpu range" when trying to use CPU affinity OISF Dev 07/16/2025 02:17 PM

3771 Suricata Bug New Normal Extreme performance degradation when doing IP-only rules with flow-keyword OISF Dev 07/16/2025 02:14 PM

7541 Suricata Bug New Normal `run-as` config option in Suricata remove capabilities needed for loading `ebpf`

programs

OISF Dev 07/16/2025 02:08 PM

5766 Suricata Bug New Normal Misparsing of DNP3 g70v1 objects and failed reassembly OISF Dev 07/16/2025 02:07 PM

3493 Suricata Bug New Normal installed libhiredis includes/libs not found by configure script OISF Dev 07/16/2025 02:03 PM

3358 Suricata Bug Feedback Normal bypass_filter AFPBypassCallback Segmentation Fault Community Ticket 07/16/2025 01:53 PM

6275 Suricata Bug New Normal fail af_xdp at configure time when libxdp is missing? Community Ticket 07/16/2025 01:53 PM

3986 Suricata Bug New Normal suricata -r not working for sshfs-mounted folder but working for sshfs-mounted file Community Ticket 07/16/2025 01:52 PM

3800 Suricata Bug New Normal Netronome XDP mode: Unable to find 'cpus_count' map" Community Ticket 07/16/2025 01:40 PM

4214 Suricata Bug New Normal Honor vlan: use-for-tracking in ebpf maps Community Ticket 07/16/2025 08:17 AM

4183 Suricata Bug Feedback Normal Timestamps sometimes off by 2 hours on Windows Community Ticket 07/16/2025 08:11 AM
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3698 Suricata Bug New Normal Incorrect max length of windivert filter Community Ticket 07/16/2025 08:10 AM

4740 Suricata Bug Feedback Normal libnet error with reject action on pfSense Community Ticket 07/16/2025 08:09 AM

4186 Suricata Bug Feedback Normal error when cpu cores > 64 (use pf-ring ) Community Ticket 07/16/2025 08:08 AM

3801 Suricata Bug New Normal Problem harware bypassing with Netronome Community Ticket 07/16/2025 08:07 AM

1918 Suricata Bug New Normal Incorrect packet stats in pcap and pf_ring capture modes Community Ticket 07/16/2025 08:00 AM

868 Suricata Bug New Normal Makefile[.in] doesn't use its own INSTALL variable definition Community Ticket 07/16/2025 07:52 AM

4426 Suricata Bug Feedback Normal XDP redirect cpu likely broken in 5.9 Community Ticket 07/16/2025 07:50 AM

7254 Suricata Bug Assigned Normal dcerpc: parser does not support multiple PDUs Shivani Bhardwaj 07/15/2025 03:57 PM

4571 Suricata Bug Feedback Normal Unable to trigger rule by content in case of IPv4 in IPv4 encapsulation Victor Julien 07/15/2025 03:57 PM

7009 Suricata Bug In Review Normal dpdk: compile warning ‘rte_eth_bond_members_get’ is deprecated Lukas Sismis 07/15/2025 03:45 PM

1412 Suricata Bug In Review Normal byte_test checks before byte_extract happens in some cases Jeff Lucovsky 07/15/2025 03:40 PM

7360 Suricata Bug New Normal BUG_ON triggered from GetLeftEdge Victor Julien 07/15/2025 03:37 PM

4357 Suricata Bug Feedback Normal Napatech memory corruption Community Ticket 07/15/2025 03:31 PM

4016 Suricata Bug Feedback Normal filesize with filestore store empty files Community Ticket 07/15/2025 12:41 PM

3353 Suricata Bug Feedback Normal xdp_filter segmentation fault util-ebpf.c:728 Community Ticket 07/15/2025 12:39 PM

3117 Suricata Bug Feedback Normal multiple valgrind reported warnings - 5.0.0-dev (9e126b210 2019-08-07) OISF Dev 07/15/2025 12:38 PM

7551 Suricata Bug New Normal TCP alerts missing from fast.log in Suricata 7.0 OISF Dev 07/15/2025 12:33 PM

5713 Suricata Bug New Normal TLSv1 not logged into tls events. OISF Dev 07/15/2025 12:21 PM

3095 Suricata Bug Feedback Normal default log dir not always honored - git master OISF Dev 07/15/2025 12:20 PM

5406 Suricata Bug Feedback Normal HTTP Req and resp correlation incorrect OISF Dev 07/15/2025 12:18 PM

7389 Suricata Bug New Normal log: adding too many 'v's cycles back to less verbose mode OISF Dev 07/15/2025 12:15 PM

3040 Suricata Bug New Normal pcap: with -r <single file> pcap_open_offline failure does not lead to non-zero exit

code

OISF Dev 07/15/2025 12:08 PM

7274 Suricata Bug New Normal ssl_state:unknown not implemented OISF Dev 07/15/2025 12:06 PM

4655 Suricata Bug Feedback Normal Dataset dumping to disk seems limited to 1000 OISF Dev 07/15/2025 12:03 PM

6591 Suricata Bug New Normal protodetect: ftp parsed as smtp Philippe Antoine 07/15/2025 12:02 PM

6173 Suricata Bug New Normal http: loss of backward compatibility in HTTP logs from v6 to v7 OISF Dev 07/15/2025 11:59 AM

6713 Suricata Bug Feedback Normal Weak ciphers event in Kerberos protocol OISF Dev 07/15/2025 11:57 AM

6559 Suricata Bug New Normal Signatures starting with space have invalid diagnosis OISF Dev 07/15/2025 11:55 AM

5754 Suricata Bug Feedback Normal I use the file-extraction to store the files transferred by HTTP2, but fileinfo does not

have the filename field.

OISF Dev 07/15/2025 11:47 AM

2094 Suricata Bug Feedback Normal luajit: SCFlowvarGet always returns null OISF Dev 07/15/2025 11:35 AM

1881 Suricata Bug New Normal pcap logging out of order OISF Dev 07/15/2025 11:34 AM

7472 Suricata Bug Feedback Normal Bug in Fuzz Target Compilation and Code Coverage OISF Dev 07/15/2025 11:31 AM
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778 Suricata Bug Feedback Normal ipv6 addr with nat64 notation OISF Dev 07/15/2025 11:08 AM

2069 Suricata Bug Assigned Normal eve: payload may not represent traffic the generated alert OISF Dev 07/15/2025 10:31 AM

2205 Suricata Bug New Normal detect: error on content relative to fast_pattern:only OISF Dev 07/15/2025 10:25 AM

1926 Suricata Bug Feedback Normal rule parsing: wrong content checked for fast_pattern (snort compatibility) OISF Dev 07/15/2025 10:22 AM

1826 Suricata Bug New Normal Rule validation bug with fast_pattern:only and specified buffers OISF Dev 07/15/2025 10:19 AM

3218 Suricata Bug New Normal detect: wrong matches with ssl_state OISF Dev 07/15/2025 09:57 AM

4917 Suricata Bug New Normal tls: leading GAP in toserver direction leads to various issues OISF Dev 07/15/2025 09:45 AM

7528 Suricata Bug New Normal decode: remove duplicate counters tracking unknown ethertype values OISF Dev 07/15/2025 09:11 AM

4330 Suricata Bug New Normal file hash parameter in yaml accepts non valid values Pooja Gadige 07/15/2025 08:22 AM

4657 Suricata Bug In Progress Normal SSLv2 app-layer detection patterns incorrectly registered Gianni Tedesco 07/15/2025 08:18 AM

7357 Suricata Bug Feedback Normal filestore keyword option seems not to work Eric Leblond 07/15/2025 08:17 AM

6744 Suricata Bug New Normal tcp: fast open packet not fully handled Victor Julien 07/15/2025 08:15 AM

7197 Suricata Bug New Normal detect/flowvars: persist if the inspection happens on multiple packets OISF Dev 07/15/2025 08:01 AM

7664 Suricata Bug New Normal detect: coverity Dereference before null check Victor Julien 07/15/2025 07:59 AM

6743 Suricata Bug New Normal stream/tcp: spurious retransmission seen as invalid Victor Julien 07/15/2025 07:56 AM

7546 Suricata Bug New Normal dcerpc: parser does not take fraglen into account Shivani Bhardwaj 07/15/2025 07:52 AM

7547 Suricata Bug New Normal dcerpc: parser uses only one header for both directions Shivani Bhardwaj 07/15/2025 07:51 AM

4356 Suricata Bug Assigned Normal Napatech memory leaks Phil Young 07/15/2025 07:47 AM

5652 Suricata Bug Feedback Normal af-packet: remove emergency flush from yaml Eric Leblond 07/11/2025 11:47 AM

3220 Suricata Bug New Normal ssl_version keyword negation (!) not working Philippe Antoine 07/11/2025 09:46 AM

7582 Suricata Bug In Review Normal http: multipart post only decodes first file Philippe Antoine 07/11/2025 09:34 AM

5756 Suricata Bug Feedback Normal datasets: ipv4.src/dst, ip.src/dst check rules match on pseudo packets Eric Leblond 07/11/2025 09:29 AM

3258 Suricata Bug Feedback Normal VXLAN exceeds MTU maximum Community Ticket 07/11/2025 08:58 AM

6161 Suricata Bug Feedback Normal file-store: missing hash on TRUNCATED files Andreas Herz 07/11/2025 08:01 AM

7421 Suricata-Update Bug Assigned Normal parser: -s/--show-advanced option is broken OISF Dev 07/10/2025 03:36 AM

6499 Suricata Bug Feedback Normal tcp.active_sessions and flow.active count will never reduce when using trex OISF Dev 07/09/2025 01:17 PM

7809 Suricata Bug Assigned Normal pgsql: fix messages that are skipped (not logged) (7.0.x backport) Juliana Fajardini

Reichow

07/09/2025 07:48 AM

7718 Suricata Bug New Normal pgsql: fix messages that are skipped (not logged) Juliana Fajardini

Reichow

07/09/2025 07:48 AM

7808 Suricata Bug Assigned Normal pgsql: fix not parsing of NoticeResponse message (7.0.x backport) Juliana Fajardini

Reichow

07/09/2025 07:48 AM

7719 Suricata Bug New Normal pgsql: fix not parsing of NoticeResponse message Juliana Fajardini

Reichow

07/09/2025 07:48 AM
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7807 Suricata Bug Assigned Normal pgsql: fix not parsing of NotificationResponse msg (7.0.x backport) Juliana Fajardini

Reichow

07/09/2025 07:48 AM

7720 Suricata Bug New Normal pgsql: fix not parsing of NotificationResponse msg Juliana Fajardini

Reichow

07/09/2025 07:48 AM

7780 Suricata Bug Assigned Normal Reported pcap_filename in alerts are not correct (7.0.x backport) Lukas Sismis 07/04/2025 10:22 AM

7525 Suricata Bug Assigned Normal drop_reason counters don't support tunneled connections (7.0.x backport) OISF Dev 07/02/2025 11:58 AM

6515 Suricata Bug Assigned Normal tcp.active_sessions and flow.active count will never reduce when using trex (7.0.x

backport)

OISF Dev 07/02/2025 11:56 AM

7378 Suricata Bug Assigned Normal dpdk: having too few hugepages can lead to segfault on startup Lukas Sismis 06/20/2025 07:17 AM

7377 Suricata Bug Assigned Normal dpdk: delayed detect won't fully start Suricata until the first traffic (7.0.x backport) Lukas Sismis 06/19/2025 02:59 PM

7763 Suricata Bug New Normal windows: unable to override config and log directory OISF Dev 06/16/2025 08:01 PM

7751 Suricata Bug New Normal test mode: should not use default logging directory OISF Dev 06/11/2025 06:45 PM

7641 Suricata Bug New Normal pgsql: can the parser handle multi-statement in simple query Juliana Fajardini

Reichow

06/06/2025 04:06 PM

4898 Suricata Bug In Progress Normal detect: Ensure detection events are logged Jeff Lucovsky 06/05/2025 02:40 PM

4482 Suricata Bug In Progress Normal detect: detect events not in rules, not tested (and not working?) Jeff Lucovsky 06/05/2025 02:40 PM

6663 Suricata Bug Feedback Normal Config rules does not disable logging. OISF Dev 06/05/2025 02:26 PM

5037 Suricata Bug Feedback Normal invalid timestamp in ending events Eric Leblond 06/05/2025 02:26 PM

4522 Suricata Bug Assigned Normal Rules with stream_size greater than not working Victor Julien 06/05/2025 02:24 PM

4702 Suricata Bug Assigned Normal SYN/ACK dropped when client does not support tcp timestamps Victor Julien 06/05/2025 02:24 PM

7442 Suricata Bug Assigned Normal telnet: frame parser inaccuracies Victor Julien 06/05/2025 02:21 PM

5031 Suricata Bug Assigned Normal flowbits - no error on invalid options Shivani Bhardwaj 06/05/2025 02:21 PM

4786 Suricata Bug Assigned Normal xbits: no error on invalid 'expire' values Shivani Bhardwaj 06/05/2025 02:21 PM

6384 Suricata Bug Assigned Normal rust: configure fails to persistently detect/remember cbindgen location Jason Ish 06/05/2025 02:20 PM

4135 Suricata Bug Assigned Normal dns: response only udp not detected as dns Jason Ish 06/05/2025 02:20 PM

6370 Suricata Bug New Normal plugins: install libsuricata-config by default, or with headers Jason Ish 06/05/2025 02:18 PM

7016 Suricata Bug New Normal tls: hello retry request handling issues OISF Dev 05/21/2025 06:58 PM

3375 Suricata Bug New Normal tracking: file tracking/inspection performance issues Victor Julien 04/10/2025 09:17 AM

7640 Suricata Bug New Normal pcap-log: issues with multiple instances of pcap-log OISF Dev 04/02/2025 04:49 PM

6971 Suricata Bug New Normal defrag: default policy is inconsistent OISF Dev 04/01/2025 11:04 AM

7612 Suricata Bug Assigned Normal Modbus regression from Suricata 6 to 7 Andreas Herz 03/15/2025 07:13 AM

5871 Suricata Bug New Normal ips/af-packet: doesn't work between 2 virtio devices OISF Dev 03/13/2025 09:12 PM

7478 Suricata Bug Feedback Normal DNS packets not on port 53 are identified as DHCP protocol OISF Dev 03/05/2025 12:31 PM

4286 Suricata Bug Feedback Normal FN occurs when using negated isdataat with http_cookie keyword Community Ticket 03/05/2025 11:28 AM
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5711 Suricata Bug New Normal runmodes: Suricata does not hint anything about missing runmode Community Ticket 02/26/2025 08:44 AM

6820 Suricata Bug New Normal libhtp: compile warning if libhtp is bundled OISF Dev 02/26/2025 08:36 AM

4930 Suricata-Update Bug New Normal Default Suricata version should come from intel index OISF Dev 02/13/2025 05:55 AM

7284 Suricata Bug New Normal rules: pass/drop <app proto> rules actions no longer apply to flow Victor Julien 01/28/2025 03:04 PM

7425 Suricata-Update Bug New Normal matching: allow matching on a rule revision OISF Dev 01/14/2025 08:58 PM

7473 Suricata Bug New Normal DecodeIPV4Options：Check that the IPv4 option length should be an integer

multiple of 4 bytes

Victor Julien 01/02/2025 03:05 AM

7144 Suricata-Update Bug New Normal Don't warn of old version if version newer than in index Jason Ish 12/09/2024 04:57 PM

6298 Suricata-Update Bug New Normal config: determine Suricata from suricata --build-info OISF Dev 12/09/2024 04:57 PM

7429 Suricata Bug Assigned Normal detect/ip-only: severe performance degradation of "ip-only" rules with negation Shivani Bhardwaj 12/02/2024 11:18 AM

2814 Suricata Bug New Normal suricatasc: hangs indefinitely and uses too much processing for pcap-file-continuos

command

Community Ticket 11/12/2024 04:04 PM

7391 Suricata Bug New Normal detect/config: 'scope' can't be applied to 'flow' OISF Dev 11/12/2024 03:01 PM

7388 Suricata Bug New Normal runmodes: --unix-socket doesn't work w landlock Eric Leblond 11/11/2024 02:55 PM

6963 Suricata Bug New Normal rule-reload: potential memory leak in multiple rule reloads OISF Dev 09/16/2024 07:31 PM

7250 Suricata Bug New Normal tls version match can have incorrect behaviour OISF Dev 09/09/2024 04:33 PM

4736 Suricata Bug New Normal ubsan: misaligned memory loads OISF Dev 07/30/2024 01:09 PM

5013 Suricata Bug New Normal fast pattern discrepancy when using engine-analysis OISF Dev 06/21/2024 03:35 PM

4755 Suricata Bug New Normal eve: timestamp loses sub-second precision in some arm scenarios Community Ticket 06/21/2024 03:34 PM

4583 Suricata Bug New Normal xdp: libbpf xdp filter segfault with latest libbpf code OISF Dev 06/21/2024 03:33 PM

4553 Suricata Bug New Normal Configuration test mode succeeds when reference.config file contains invalid

content

OISF Dev 06/21/2024 03:32 PM

4087 Suricata Bug New Normal excessive CPU usage on Windows with --pcap-file-continuous option Community Ticket 06/21/2024 03:31 PM

3702 Suricata Bug New Normal windows: when using compile against latest npcap traffic not seen unless bpf is

used

OISF Dev 06/21/2024 03:07 PM

3374 Suricata Bug New Normal Windows: Suricata does not warn upon insufficient permissions OISF Dev 06/21/2024 02:49 PM

5134 Suricata Bug New Normal DCERPC: dcerpc.iface keyword not using fast pattern/mpm causes severe

performance degradation

OISF Dev 06/20/2024 01:06 PM

6915 Suricata Bug Feedback Normal How to write the filepath to the alert log when using default mode with pcap-log? OISF Dev 06/19/2024 08:40 AM

5751 Suricata Bug New Normal DNP3 preprocessor incorrectly parses READ requests Jason Ish 06/19/2024 07:56 AM

5750 Suricata Bug New Normal Spurious "SURICATA DNP3 Length too small" error and failed reassembly Jason Ish 06/19/2024 07:55 AM

3656 Suricata-Update Bug New Normal Matching and modifies requires double backslash in front of $ characters Jason Ish 06/14/2024 11:41 AM

4265 Suricata Bug In Progress Normal QA lab: add possibility to do repeatable replay tests Peter Manev 06/14/2024 11:30 AM

4391 Suricata Bug New Normal Explicit path for datastes load/save in a rule is not honored if the default log path is

different

Peter Manev 06/14/2024 11:25 AM
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3229 Suricata Bug In Progress Normal Abnormal traffic produces unexpected alerts for traffic that is opposite direction of

rule

Victor Julien 06/14/2024 11:18 AM

5447 Suricata-Update Bug New Normal Suricata-Update: Respect rule GID OISF Dev 06/14/2024 11:15 AM

4223 Suricata Bug New Normal rule loading takes too much time in certain cases Peter Manev 06/14/2024 11:06 AM

7024 Suricata Bug New Normal unix-socket: inconsistent default behavior OISF Dev 05/14/2024 10:26 AM

7006 Suricata Bug New Normal spm: boyermoore implementation appears to underperforming OISF Dev 05/04/2024 07:44 AM

6933 Suricata Bug New Normal dpdk: landlock support OISF Dev 04/10/2024 09:54 AM

6860 Suricata Bug New Normal eve/alert: multiple issues for ICMP OISF Dev 03/15/2024 12:19 PM

6716 Suricata Bug New Normal fast.log enabled when running specifically without rules OISF Dev 01/25/2024 01:11 PM

6567 Suricata Bug New Normal anomaly and file info logs discrepancy results between versions OISF Dev 12/05/2023 10:20 AM

6565 Suricata Bug New Normal coverity: new issues after updating to 2023.6.2 OISF Dev 11/21/2023 01:03 PM

4184 Suricata Bug New Normal createst: log fields introduced by debug mode should not be a part of test.yaml Community Ticket 11/16/2023 05:22 AM

6458 Suricata Bug New Normal eve/http: discrepancy in http events and http objects logged in alerts OISF Dev 11/09/2023 10:00 AM

2891 Suricata Bug New Normal Empty rrname in DNS answer for non-recurse NS answers Jason Ish 11/08/2023 03:04 PM

6204 Suricata Bug Assigned Normal pcre: "Conditional jump or move depends on uninitialised value(s)" in valgrind Victor Julien 09/27/2023 09:16 AM

6373 Suricata Bug New Normal main/startup: support sentinel file signal for initial rule processing completion OISF Dev 09/22/2023 08:45 PM

6257 Suricata Bug New Normal pcap: hang at shutdown for some interfaces OISF Dev 08/07/2023 07:39 AM

6241 Suricata-Update Bug New Normal Suricata test-mode can fail when user and group provided with run-as. Jason Ish 07/31/2023 08:07 PM

4916 Suricata Bug New Normal af-packet: Sending packet failed on socket 20: Message too long Shivani Bhardwaj 07/21/2023 05:22 AM

500 Suricata Bug New Normal duplicate values in host-os-policy not detected Community Ticket 07/19/2023 07:56 PM

6197 Suricata Bug Assigned Normal stream: additional alerts being seen once sigs are added Victor Julien 07/06/2023 02:44 PM

2627 Suricata Bug New Normal lua: load script from same location as rule file if not in default rule location Community Ticket 06/30/2023 02:12 PM

4178 Suricata Bug New Normal DNS Query triggers alert but no output in alert-debug.log OISF Dev 06/30/2023 01:34 PM

6178 Suricata Bug Assigned Normal dns: erroneous app_proto settings in rule analysis Jason Ish 06/27/2023 09:38 AM

6177 Suricata Bug Assigned Normal detect-engine: stream match for rules is interdependent Victor Julien 06/27/2023 09:33 AM

6088 Suricata Bug New Normal xdp/ebpf: updated shipped bpf files to be supported by libbpf v1.0 and higher OISF Dev 05/25/2023 07:05 AM

5133 Suricata Bug Assigned Normal DCERPC: master -  logs not created Peter Manev 05/19/2023 08:34 AM

5363 Suricata Bug Feedback Normal Memory leak in rust SMB file tracker OISF Dev 03/30/2023 04:05 PM

2614 Suricata Bug Assigned Normal filemagic: pdf filemagic match Peter Manev 03/04/2023 02:22 PM

5880 Suricata Bug New Normal pcap recursive mode not working as expected OISF Dev 02/28/2023 08:15 AM

5788 Suricata Bug Assigned Normal files: output modifies file state Victor Julien 01/14/2023 07:08 AM

5778 Suricata Bug New Normal ftp fileinfo and extraction seem not to trigger when it should OISF Dev 01/10/2023 10:39 AM

5771 Suricata Bug New Normal xdp: Flows with nested VLANs are not bypassed by XDP filter OISF Dev 01/02/2023 09:14 AM
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5758 Suricata Bug New Normal tls: iOS session with TCP fastopen and TLS 1.3 gives invalid record warning OISF Dev 12/14/2022 09:43 AM

3964 Suricata-Update Bug New Normal Windows: Fix failure due to file permission issues Community Ticket 12/07/2022 08:36 PM

3201 Suricata Bug New Normal suricata-verify: Shell checks are not correctly addressed Community Ticket 12/07/2022 04:30 PM

5656 Suricata Bug New Normal rules: engine analysis gives false positive warning OISF Dev 11/12/2022 12:15 PM

5462 Suricata Bug New Normal IPS bridge mode -- warn/error if there's an IP address associated with any

monitoring interface

OISF Dev 07/27/2022 12:50 PM

5389 Suricata Bug New Normal SIGINT makes s-v shut down but Suri process lingers in the background OISF Dev 06/08/2022 06:11 AM

4092 Suricata Bug Assigned Normal suricata-verify: --debug-failed does not work with --fail Shivani Bhardwaj 06/03/2022 09:06 AM

5293 Suricata Bug New Normal cppcheck: "portability" warnings: non thread-safe functions OISF Dev 04/27/2022 01:26 PM

5292 Suricata Bug New Normal cppcheck: "portability" warnings: using void pointers in calculations OISF Dev 04/27/2022 01:26 PM

5199 Suricata Bug New Normal Setting flow memcap too low tries to allocate the whole system memory OISF Dev 03/21/2022 10:06 AM

5135 Suricata Bug New Normal DCERPC: dcerpc.iface keyword alert results differ from 5 vs 6/master OISF Dev 02/19/2022 02:54 PM

5064 Suricata Bug New Normal frames: duplicate alerts when no flow direction provided OISF Dev 02/08/2022 07:40 PM

3238 Suricata Bug New Normal rust compile fail on ppc64el OISF Dev 01/22/2022 04:56 PM

1399 Suricata Bug Assigned Normal Flowbits rules not always evaluated in necessary order Victor Julien 03/06/2021 08:07 AM

2807 Suricata Bug Assigned Normal DNS LUA Logging does not have any way to log NXDOMAIN Jason Ish 08/07/2020 01:54 PM

3692 Suricata Bug Feedback Normal delta calculations come up negative Peter Manev 05/12/2020 09:01 AM

3330 Suricata Bug New Normal Init script may not be properly cleaning up pid file. Peter Manev 11/26/2019 01:15 PM

3309 Suricata Bug Feedback Normal xdp: some bypass stats/counters do not update properly Peter Manev 11/05/2019 11:27 AM

3221 Suricata Bug Feedback Normal EBPFDeleteKey -- ERRCODE: SC_ERR_SYSCALL(50) Peter Manev 10/07/2019 08:45 PM

1772 Suricata Bug New Normal Inconsistent number of alerts while reading a pcap - runmode

single/autofp,unix-socket

OISF Dev 09/27/2019 01:17 PM

2718 Suricata Bug New Normal pkts/drops counters discrepancy OISF Dev 07/27/2019 09:49 PM

669 Suricata Bug Assigned Normal windows msi: upgrade Peter Manev 07/12/2019 07:59 AM

2773 Suricata Bug New Normal add suricata-update to MSI packaging Peter Manev 06/15/2019 09:52 PM

2763 Suricata Bug New Normal different number of events on exact same runs with asan and no asan builds OISF Dev 06/15/2019 09:52 PM

3026 Suricata Bug New Normal Windows MSI  - add in service scripts OISF Dev 06/09/2019 09:19 PM

1247 Suricata Bug New Normal Using suppress in threshold.config does not prevent dropping Community Ticket 02/23/2019 10:15 PM

2378 Suricata Bug New Normal log rotation 'flag' should be atomic Community Ticket 02/23/2019 10:04 PM

6735 Suricata Bug New Low setting variables with --set leads to segfault OISF Dev 07/18/2025 02:04 PM

5196 Suricata Bug New Low config: test mode should fail when there are invalid config values OISF Dev 07/15/2025 09:44 AM

2477 Suricata Bug Feedback Low 802.1ah & Untagged Traffic OISF Dev 07/15/2025 08:29 AM

4846 Suricata Bug New Low IPv6 evasion : flood + ndpexhaust26 OISF Dev 07/15/2025 08:04 AM

4844 Suricata Bug Feedback Low IPv6 evasion : redir6 OISF Dev 07/15/2025 08:03 AM
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4843 Suricata Bug Feedback Low IPv6 evasion : dos mld chiron OISF Dev 07/15/2025 08:03 AM

4940 Suricata Bug New Low ftp-data: protocol misclassification if the file begins with a protocol pattern Philippe Antoine 07/11/2025 09:32 AM

6385 Suricata Bug New Low NFQ: Dereference of pointer that potentially can be null Maxim Korotkov 07/11/2025 08:18 AM

2691 Suricata-Update Bug Assigned Low Error thrown with -o option OISF Dev 02/13/2025 05:55 AM

4669 Suricata Bug New Low threatexpert usage in reference.config Jeff Lucovsky 06/21/2024 03:18 PM

6722 Suricata Bug New Low dpdk: inconsistent stats reporting Lukas Sismis 01/29/2024 10:09 AM

7623 Suricata Feature In Review High flow/output: log triggered exception policy (7.0.x backport) Juliana Fajardini

Reichow

08/23/2025 12:30 AM

6509 Suricata Feature In Review High Exception policy stats counters (7.0.x backport) Juliana Fajardini

Reichow

08/15/2025 06:26 PM

7536 Suricata Feature New High detect/ldap: add keywords for LDAP BindRequest Alice da Silva Akaki 06/10/2025 07:01 PM

5775 Suricata Feature New High http.headers - dynamic sticky buffers Philippe Antoine 03/21/2025 09:32 AM

3338 Suricata Feature New High vxlan: log vni in eve OISF Dev 02/25/2020 11:11 AM

7847 Suricata Feature New Normal extend byte_extract named variables for use in other keywords/transformations

such as xor

OISF Dev 08/13/2025 03:59 PM

7846 Suricata Feature New Normal add the ability to manually call gzip decompress on any buffer and use it with other

keywords and transformations

OISF Dev 08/13/2025 03:57 PM

7848 Suricata Feature New Normal extend pcrexform for use outside of existing suricata buffers OISF Dev 08/11/2025 06:45 PM

7844 Suricata Feature New Normal websocket: add option to log payloads in Eve websocket events OISF Dev 08/10/2025 11:26 AM

6456 Suricata Feature New Normal output: binary logging OISF Dev 08/06/2025 10:37 PM

7103 Suricata Feature Feedback Normal ssh: extra fields and keywords OISF Dev 08/06/2025 09:38 PM

6999 Suricata Feature Assigned Normal output/json: enrich EVE w/ libmaxminddb geoip info Jerry Hardee 08/04/2025 06:38 PM

7062 Suricata Feature New Normal redis: support authenticating against a redis server Community Ticket 08/04/2025 05:13 AM

3260 Suricata Feature New Normal SMTP Base64 Decoding of Message Body OISF Dev 08/03/2025 06:32 AM

7480 Suricata Feature In Progress Normal detect/integers: array of integers should support an optional second argument to

specify the index

Philippe Antoine 07/31/2025 03:05 PM

7571 Suricata Feature In Progress Normal list-keywords should somehow show the multi-buffer keywords Philippe Antoine 07/31/2025 03:04 PM

3446 Suricata Feature In Review Normal app-layer: implement MySQL parser Jeff Lucovsky 07/28/2025 02:23 PM

7832 Suricata Feature In Progress Normal github-ci: add live hyperscan caching tests Lukas Sismis 07/25/2025 07:22 AM

7830 Suricata Feature Assigned Normal hyperscan: support cache invalidation and removal Lukas Sismis 07/24/2025 12:49 PM

7654 Suricata Feature New Normal detect: rule keywords for matching on file hashes OISF Dev 07/23/2025 08:24 AM

7816 Suricata Feature In Review Normal Add alternative to file magic Eric Leblond 07/21/2025 10:04 PM

7700 Suricata Feature New Normal firewall: make verdict fields in alert and drop mandatory Victor Julien 07/16/2025 06:44 PM

6804 Suricata Feature Assigned Normal ci: add test for non-bundled htp OISF Dev 07/15/2025 12:43 PM

3236 Suricata Feature New Normal output: list-keywords does not match on aliases OISF Dev 07/15/2025 09:56 AM
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7753 Suricata Feature In Review Normal vxlan: decoder drops packets with non-zero reserved fields Fupeng Zhao 07/15/2025 08:18 AM

4845 Suricata Feature New Normal IPv6 evasion : parasite6 + dos new ipv6 + fake mldrouter6 advertise Community Ticket 07/15/2025 08:03 AM

3065 Suricata Feature Assigned Normal tls_cert_XX keywords date format parsing error Philippe Antoine 07/11/2025 09:48 AM

5576 Suricata Feature In Review Normal Dataset is setting data despite the signature being a complete match Philippe Antoine 07/11/2025 09:36 AM

635 Suricata Feature Assigned Normal output: missing keywords in list-keywords output Philippe Antoine 07/11/2025 09:35 AM

6692 Suricata Feature In Progress Normal Have keywords export JSON dump function for engine analysis Eric Leblond 07/11/2025 09:22 AM

7005 Suricata Feature New Normal Porting changes for running Suricata on Solaris Martin Rehak 07/11/2025 08:18 AM

6956 Suricata Feature In Progress Normal mqtt: create PDU frames without regard to the parsing function Giuseppe Longo 07/11/2025 07:50 AM

7177 Suricata Feature New Normal http1: add frame support Philippe Antoine 07/09/2025 08:48 PM

6091 Suricata Feature New Normal eve/alert: missing dhcp metadata OISF Dev 07/09/2025 08:47 PM

6651 Suricata Feature New Normal quic: detect on non-standard ports OISF Dev 07/09/2025 08:47 PM

7470 Suricata Feature New Normal detect/ldap: add ldap.bind.version keyword Alice da Silva Akaki 07/09/2025 08:38 PM

1370 Suricata Feature New Normal sctp fp on suricata engine Community Ticket 07/09/2025 02:19 PM

7666 Suricata Feature New Normal rust: zero-dependency crate suricata-core Philippe Antoine 07/09/2025 01:31 PM

7717 Suricata Feature In Review Normal vxlan: treat as its own tunnel Philippe Antoine 07/09/2025 01:31 PM

6216 Suricata Feature New Normal http: HHHash support Philippe Antoine 07/09/2025 01:04 PM

7801 Suricata Feature New Normal Support multi-buffer byte variables OISF Dev 07/05/2025 01:40 PM

7739 Suricata Feature Assigned Normal github-ci: add PCAP file reading tests Lukas Sismis 07/04/2025 10:36 AM

6927 Suricata Feature In Review Normal dpdk: add unit tests for threading and mempool cache size functions Lukas Sismis 07/04/2025 10:34 AM

7786 Suricata Feature In Review Normal Enhance --pcap-file-delete to Conditionally Delete PCAPs Based on Alerts Ofer Dagan 07/03/2025 07:26 PM

7443 Suricata Feature Assigned Normal exception-policy: stream async policy (7.0.x backport) OISF Dev 07/02/2025 11:58 AM

6682 Suricata Feature Assigned Normal implement grace period for midstream exception policy (7.0.x backport) OISF Dev 07/02/2025 11:57 AM

6681 Suricata Feature Assigned Normal Midstream exception policy "reject-both" support (7.0.x backport) OISF Dev 07/02/2025 11:57 AM

7796 Suricata Feature New Normal Support for TLS decryption in pcap mode using sslkeylog file OISF Dev 07/01/2025 01:20 PM

7785 Suricata Feature New Normal pcap-log: support packet context for conditional alerts OISF Dev 06/24/2025 08:53 AM

7768 Suricata Feature Assigned Normal ips: improve file.data support Victor Julien 06/18/2025 10:15 AM

7347 Suricata Feature In Review Normal eve/alert: log file_data Eric Leblond 06/18/2025 09:59 AM

5203 Suricata Feature In Progress Normal dpdk: implement primary app for Suricata secondary mode Lukas Sismis 06/18/2025 07:42 AM

1819 Suricata Feature New Normal Silent installer for suricata windows Community Ticket 06/16/2025 06:13 PM

7600 Suricata Feature New Normal mime: add rule keywords OISF Dev 06/16/2025 02:08 PM

4854 Suricata Feature In Progress Normal pgsql: Add COPY subprotocol-state Juliana Fajardini

Reichow

06/16/2025 01:11 PM

4566 Suricata Feature In Progress Normal pgsql: add subprotocol-states Juliana Fajardini

Reichow

06/16/2025 01:11 PM
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4660 Suricata Feature New Normal base64_decode cannot be used with Transformations like pcrexform Jeff Lucovsky 06/16/2025 12:50 PM

7756 Suricata Feature New Normal windows: add support to reload rules OISF Dev 06/13/2025 07:42 PM

7757 Suricata Feature New Normal windows: add support for log rotation OISF Dev 06/13/2025 07:41 PM

7566 Suricata Feature Assigned Normal dcerpc: applayer events for anomalous parsing results Shivani Bhardwaj 06/11/2025 11:13 AM

7438 Suricata Feature Assigned Normal detect: add flow.rate keyword Shivani Bhardwaj 06/10/2025 07:03 PM

7539 Suricata Feature New Normal detect/ldap: add keyword ldap.mod_dn_request.new_rdn Alice da Silva Akaki 06/10/2025 07:01 PM

7538 Suricata Feature New Normal detect/ldap: keyword ldap.modify_request.operation Alice da Silva Akaki 06/10/2025 07:01 PM

7537 Suricata Feature New Normal detect/ldap: add keywords for LDAP SearchRequest Alice da Silva Akaki 06/10/2025 07:01 PM

7587 Suricata Feature In Review Normal mime: add email.body_md5 keyword Alice da Silva Akaki 06/10/2025 03:24 PM

6368 Suricata Feature New Normal stream/midstream: wscale setting Victor Julien 06/10/2025 02:02 PM

7711 Suricata Feature In Progress Normal tracking: detect: add detection hooks to inspect/drop before stateful components Victor Julien 06/10/2025 02:01 PM

7586 Suricata Feature Assigned Normal mime: expose 'headers' as a keyword Alice da Silva Akaki 06/05/2025 02:20 PM

7519 Suricata Feature Assigned Normal dpdk: verify the driver is DPDK-compatible on Intel cards Lukas Sismis 06/05/2025 02:20 PM

7117 Suricata Feature Assigned Normal dpdk: hardware timestamping for packets Lukas Sismis 06/05/2025 02:20 PM

5217 Suricata Feature Assigned Normal ips: allow dropping of flow if applayer specific memcap is hit OISF Dev 06/05/2025 02:20 PM

5642 Suricata Feature Assigned Normal DNS: parity between log fields and detection Jason Ish 06/05/2025 02:20 PM

4226 Suricata Feature Assigned Normal bsize: apply as depth to patterns Jeff Lucovsky 06/05/2025 02:20 PM

4136 Suricata Feature Assigned Normal configure: use Suricata-Update managed classification.config Jason Ish 06/05/2025 02:20 PM

7351 Suricata Feature New Normal transform/from_base64: Support "relative" offsets Jeff Lucovsky 06/05/2025 02:18 PM

4876 Suricata Feature New Normal Additional FTP Buffers Jeff Lucovsky 06/05/2025 02:18 PM

2448 Suricata Feature New Normal dns: additional buffers for DNS Responses Jason Ish 06/05/2025 02:18 PM

7674 Suricata Feature In Review Normal source/tunnels: config option to distinguish tunnels Philippe Antoine 06/05/2025 11:11 AM

7646 Suricata Feature New Normal pgsql: add CopyBoth subprotocol/mode Juliana Fajardini

Reichow

06/03/2025 01:18 PM

7729 Suricata Feature New Normal Ability to use local fqdns (to get ipv4 and/or ipv6) in address-groups vars OISF Dev 06/02/2025 02:48 PM

7672 Suricata Feature New Normal detect/transforms: subslice transform Jeff Lucovsky 06/01/2025 07:07 PM

2426 Suricata Feature New Normal tls: extend logging Community Ticket 05/20/2025 12:35 PM

6936 Suricata Feature New Normal landlock: enable by default OISF Dev 05/19/2025 02:27 PM

7704 Suricata Feature Feedback Normal firewall: allow single packet rule to accept tcp connection Victor Julien 05/15/2025 08:07 PM

7706 Suricata Feature Feedback Normal firewall: default settings; locked settings Victor Julien 05/12/2025 04:53 AM

7705 Suricata Feature Feedback Normal firewall: allow single rule to accept protocol detection in progress and the final

protocol

Victor Julien 05/11/2025 06:57 PM

7699 Suricata Feature Feedback Normal firewall: separate stats for ips and firewall Victor Julien 05/09/2025 05:42 PM

7701 Suricata Feature Feedback Normal firewall: configurable default policies Victor Julien 05/09/2025 09:16 AM
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7697 Suricata Feature Assigned Normal firewall: allow request/response action scopes Victor Julien 05/09/2025 07:40 AM

7696 Suricata Feature New Normal output: configuration for simple loggers, and reuse in alerts OISF Dev 05/08/2025 07:20 PM

7695 Suricata Feature New Normal runner: add check for empty objects (schema) OISF Dev 05/08/2025 02:21 PM

6210 Suricata Feature New Normal outputs: add verdict event type Juliana Fajardini

Reichow

05/08/2025 01:46 PM

7675 Suricata Feature New Normal Custom content detection OISF Dev 04/24/2025 06:11 PM

7655 Suricata Feature New Normal Allow using flow id in pcap log file name OISF Dev 04/10/2025 06:21 AM

4174 Suricata Feature In Progress Normal tracking: app-layer frame inspection support Victor Julien 04/08/2025 07:15 AM

6409 Suricata Feature New Normal Lua support for HTTP/2 Philippe Antoine 04/07/2025 12:01 PM

7629 Suricata Feature In Progress Normal dpdk: support for a hardware-accelerated input drop filter Adam Kiripolsky 04/07/2025 08:42 AM

5838 Suricata Feature In Progress Normal dpdk: NIC encapsulation stripping Adam Kiripolsky 04/07/2025 08:42 AM

6424 Suricata Feature Feedback Normal HTTP/2 -  http.host behavior when both :authority pseudo header and host header

are present

OISF Dev 04/03/2025 12:44 PM

7594 Suricata Feature New Normal mime: add email.status keyword OISF Dev 04/01/2025 07:08 PM

1983 Suricata Feature Assigned Normal tls: events are directionless and trigger twice per flow direction OISF Dev 04/01/2025 11:09 AM

1005 Suricata Feature Assigned Normal conditional logging: controlling what gets logged Victor Julien 04/01/2025 11:09 AM

7621 Suricata Feature New Normal add lua extension or function OISF Dev 03/26/2025 11:33 PM

7211 Suricata Feature New Normal detect/integers: support a count argument for array of integers Philippe Antoine 03/26/2025 02:55 PM

5044 Suricata Feature New Normal rules: keyword for "count" of http_header_names Philippe Antoine 03/26/2025 02:54 PM

6063 Suricata Feature Assigned Normal exception-policy: stream async policy OISF Dev 03/24/2025 03:58 PM

5974 Suricata Feature Assigned Normal Midstream exception policy "reject-both" support OISF Dev 03/24/2025 03:58 PM

5495 Suricata Feature New Normal implement grace period for midstream exception policy OISF Dev 03/24/2025 03:58 PM

3243 Suricata Feature In Review Normal POP3 Support Alex Savage 03/24/2025 03:47 PM

6729 Suricata Feature New Normal websockets: support over HTTP/2 Philippe Antoine 03/21/2025 09:32 AM

6202 Suricata-Update Feature Assigned Normal Resolve xbits dependencies Shivani Bhardwaj 03/11/2025 07:00 AM

4986 Suricata Feature In Progress Normal pgsql: support frames Juliana Fajardini

Reichow

03/08/2025 04:56 PM

6724 Suricata Feature In Progress Normal detect: review existing keywords for usage of bitflags Philippe Antoine 03/08/2025 04:53 PM

6723 Suricata Feature In Progress Normal detect: review existing keywords for usage of enumerations Philippe Antoine 03/08/2025 04:53 PM

6293 Suricata Feature In Progress Normal Support disabling forced flow reuse in low memory conditions Cole Dishington 03/08/2025 04:53 PM

5194 Suricata Feature In Progress Normal tracking: options for simulating various exceptions Victor Julien 03/08/2025 04:53 PM

4910 Suricata Feature In Progress Normal dpdk: implement secondary mode Lukas Sismis 03/08/2025 04:53 PM

4906 Suricata Feature Assigned Normal ftp: add stream app-layer frame support OISF Dev 03/08/2025 04:49 PM

6261 Suricata Feature Assigned Normal Add GRE as a parsible protocol Thomas Winter 03/08/2025 04:48 PM
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6459 Suricata Feature Assigned Normal filebits: support for new type of bits Shivani Bhardwaj 03/08/2025 04:48 PM

5664 Suricata Feature Assigned Normal "Scope" bits should have an expiration Shivani Bhardwaj 03/08/2025 04:48 PM

2375 Suricata Feature New Normal Design and implement sensible per-thread capabilities OISF Dev 03/08/2025 04:46 PM

5640 Suricata Feature New Normal frames: tx frames OISF Dev 03/08/2025 04:44 PM

5029 Suricata Feature New Normal eve: telnet logger OISF Dev 03/08/2025 04:43 PM

5826 Suricata Feature New Normal frames: logging of events set on frames Victor Julien 03/08/2025 04:42 PM

7109 Suricata Feature New Normal app-layer: stop generating anomalies after gap in the flow OISF Dev 03/08/2025 04:41 PM

2281 Suricata Feature Assigned Normal tcp stream: simpler IDS handling of overlap evasions Victor Julien 03/06/2025 11:04 AM

4153 Suricata Feature Assigned Normal app-layer: rust derive style macros to generate common code Jason Ish 03/06/2025 10:23 AM

4861 Suricata Feature In Progress Normal smb: support multi-stream file transfers Philippe Antoine 03/06/2025 10:12 AM

5049 Suricata Feature Assigned Normal detect/frames: allow mixing with txs Victor Julien 03/06/2025 10:03 AM

7092 Suricata Feature New Normal frames: support rules with multiple different frames Victor Julien 03/06/2025 10:03 AM

6779 Suricata Feature New Normal http.header_names behavior when encountering duplicate header names OISF Dev 03/05/2025 12:26 PM

2858 Suricata Feature New Normal app-layer-protocol:failed; doesn't match traffic with ALPROTO_UNKNOWN Community Ticket 03/05/2025 11:25 AM

6472 Suricata Feature New Normal HTTP/3 support OISF Dev 03/05/2025 11:11 AM

5069 Suricata Feature New Normal smb: keyword for matching smb command OISF Dev 03/05/2025 08:19 AM

4222 Suricata Feature New Normal Add PPA pkg build checks  to qa runs Peter Manev 03/05/2025 08:17 AM

4445 Suricata Feature New Normal Switch to systemd in PPA packages Peter Manev 03/05/2025 08:17 AM

7313 Suricata Feature New Normal transforms: have option on how to handle failure Jeff Lucovsky 03/04/2025 12:40 PM

7572 Suricata Feature New Normal Relative offset support for the entropy keyword OISF Dev 02/28/2025 03:21 PM

5845 Suricata Feature New Normal smb: Support SMB_COM_SESSION_SETUP_ANDX Request OISF Dev 02/26/2025 12:50 PM

4946 Suricata Feature New Normal nfsv2: implement WRITE support Community Ticket 02/26/2025 08:55 AM

5973 Suricata Feature New Normal warn when HTTP rules will only work for a specific version of HTTP OISF Dev 02/26/2025 08:54 AM

3003 Suricata Feature Assigned Normal filestore to uses rename syscall instead of sendfile,which doesn't allow files to be

sent across file systems

Jason Ish 02/26/2025 08:54 AM

2678 Suricata Feature New Normal list-keywords: add info about fast_pattern and transforms OISF Dev 02/26/2025 08:54 AM

6237 Suricata Feature In Review Normal Multi-tenancy: Allow inner VLAN to be selected Jeff Lucovsky 02/26/2025 08:50 AM

7125 Suricata Feature New Normal threshold: by_src, by_dst, by_both should support vlan separation OISF Dev 02/26/2025 08:49 AM

6996 Suricata Feature New Normal add transformation to keyword performance stats OISF Dev 02/26/2025 08:49 AM

6399 Suricata Feature New Normal Per-thread stats values can be negative OISF Dev 02/26/2025 08:49 AM

5726 Suricata Feature New Normal ike: add frame support OISF Dev 02/26/2025 08:49 AM

5415 Suricata Feature New Normal tftp: support keywords such as file.name, file.data etc... OISF Dev 02/26/2025 08:49 AM

4990 Suricata Feature New Normal eve/frames: make payload logging configurable OISF Dev 02/26/2025 08:49 AM
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4855 Suricata Feature New Normal rules: refactor rule parsing into multi-stage parser Jason Ish 02/26/2025 08:49 AM

1993 Suricata Feature Assigned Normal commandline: introduce --enable-all-outputs switch OISF Dev 02/24/2025 04:42 PM

7535 Suricata Feature New Normal detect/ldap: add ldap.search_request.filter and also log the filter Alice da Silva Akaki 02/24/2025 02:07 PM

7550 Suricata Feature New Normal detect/ldap: add keywords for LDAP ExtendedResponse Alice da Silva Akaki 02/24/2025 02:06 PM

7559 Suricata Feature New Normal Allow rule comment at end of rule line using # OISF Dev 02/17/2025 09:03 AM

2256 Suricata-Update Feature In Review Normal Generate a report and log it to a file. OISF Dev 02/13/2025 05:55 AM

2938 Suricata-Update Feature New Normal Add a "show-defaults" command OISF Dev 02/13/2025 04:17 AM

1956 Suricata Feature New Normal Add option to re-initialise Lua output scripts Community Ticket 02/11/2025 10:54 PM

5499 Suricata Feature In Progress Normal PCAP-over-IP client Mahmoud Maatuq 01/28/2025 03:16 PM

6794 Suricata Feature In Review Normal Tie signature to live device in IPS mode Scott  Jordan 01/28/2025 03:09 PM

7518 Suricata Feature New Normal add "blocking" argument to pcap-file socket command OISF Dev 01/21/2025 06:15 PM

7514 Suricata Feature New Normal rules: add file specific hooks OISF Dev 01/21/2025 02:13 PM

7399 Suricata Feature Assigned Normal ipv6: support short notation of ipv6 addresses in output Jeff Lucovsky 01/10/2025 02:33 PM

4089 Suricata Feature Assigned Normal rules: Flexible format transform Jeff Lucovsky 01/10/2025 02:33 PM

2958 Suricata Feature Assigned Normal Suricata 5.0.0beta1 and way too much anomaly logging Jeff Lucovsky 01/10/2025 02:33 PM

6198 Suricata Feature New Normal smtp: add keywords for use in rules OISF Dev 01/09/2025 04:29 PM

6114 Suricata Feature Assigned Normal dpdk: wrap DPDK logs in a Suricata logger Lukas Sismis 01/09/2025 02:35 PM

7114 Suricata Feature In Review Normal from_base64: allow matching on decode error Jeff Lucovsky 01/04/2025 03:43 PM

6012 Suricata Feature Assigned Normal dpdk: add support for segmented mbufs Mahmoud Maatuq 12/23/2024 08:14 PM

6004 Suricata Feature New Normal Add retry option to redis outputs using a socket instead of IP OISF Dev 12/18/2024 11:10 AM

6853 Suricata Feature New Normal Support of variables from byte_math / byte_extract in bsize / dsize comparisons OISF Dev 12/12/2024 03:40 PM

7446 Suricata Feature New Normal add logic to parse QUIC CRYPTO frames and provide a keyword to access the

reassembled data

OISF Dev 12/10/2024 06:00 PM

7413 Suricata Feature Assigned Normal suricata-verify: allow a timeout setting in test.yaml OISF Dev 11/26/2024 06:44 AM

7401 Suricata Feature New Normal yaml: add schema OISF Dev 11/18/2024 06:26 PM

7402 Suricata Feature New Normal tls: ability to detect self signed certs OISF Dev 11/18/2024 02:02 PM

7400 Suricata Feature New Normal eve: optionally support logging pcap output file OISF Dev 11/18/2024 01:42 PM

2262 Suricata Feature Assigned Normal Unix Socket Output Configurable Retries and Blocking Community Ticket 11/12/2024 04:04 PM

7364 Suricata Feature New Normal deciphering https traffic from linux system Alexandre Marillesse 11/03/2024 05:32 PM

7146 Suricata Feature In Progress Normal decode: Create a decode event for unknown IP types Jeff Lucovsky 11/02/2024 02:26 PM

7354 Suricata Feature New Normal detect: reimplement ip-only as a per group prefilter OISF Dev 10/29/2024 03:31 PM

4062 Suricata Feature In Review Normal createst: Allow to exclude certain fields Nancy Enos 10/28/2024 07:41 PM

7328 Suricata Feature New Normal detect: use hyper scan streaming mode OISF Dev 10/15/2024 01:06 PM
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7321 Suricata Feature New Normal cross buffer byte_* keyword support OISF Dev 10/11/2024 12:53 AM

7283 Suricata Feature New Normal installing suricatasc functionality without installing suricata entirely Community Ticket 10/06/2024 06:33 AM

6453 Suricata Feature New Normal Support DNS over TLS OISF Dev 10/04/2024 02:24 PM

7245 Suricata Feature In Progress Normal Add SIMD support for arm64 OISF Dev 09/06/2024 10:38 PM

6410 Suricata Feature New Normal Log packets/bytes per second in Suricata stats Community Ticket 09/06/2024 02:32 PM

2772 Suricata Feature New Normal Add MPLS labels to alert output Community Ticket 09/06/2024 02:21 PM

7231 Suricata Feature In Review Normal ndpi: augment flows/alerts with ndpi metadata and extend signature keywords Alfredo Cardigliano 08/29/2024 03:04 PM

7221 Suricata Feature New Normal Sanity checking on IP network prefix base addresses OISF Dev 08/26/2024 09:49 AM

7175 Suricata Feature New Normal Response module API Bryan Bulten 07/23/2024 05:24 PM

7156 Suricata Feature New Normal createst: automatically add --simulate-ips commandline argument OISF Dev 07/10/2024 05:57 AM

4070 Suricata Feature New Normal capture plugins: receive notification when suricata is done with a packet Community Ticket 07/09/2024 12:25 PM

7139 Suricata Feature New Normal createst: identify pcap path from existing SV test OISF Dev 07/05/2024 01:39 PM

7132 Suricata Feature New Normal threshold: add thresholding options for all decode events OISF Dev 07/03/2024 01:43 PM
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